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1 Introduction

1.1 Document Purpose

Welcome to the Microsoft Windows Server 2008 Active Directory and Outlook Live Administrator’s
Guide. This guide outlines the technologies and steps involved in administering the Kentucky Education
Technology System (KETS) Active Directory 2008 environment, specifically as it pertains to electronic
mail provisioning. The focus of this guide is to convey the necessary tasks for carrying out the routine
operations required to administer your district’s Active Directory 2008 system and messaging platform.
There are other ‘authoritative’ resources that this document will continually point to for guidance.
District administrators should leverage these additional guidelines, with the understanding that some of
the components outlined in these guides may not necessarily pertain to our implementation of the
system, as some technologies have been designed specifically for KETS.

The KETS deployment of Microsoft’s Windows Server 2008 Domain Services (AD) is not complex, it’s
simply large. The injection of Outlook Live for messaging and the provisioning components make it
somewhat complex at an architectural level but the hope is that it is reasonably administrable from a
user management position. Outlook Live is a Microsoft offering for ‘mail in the cloud’, where the servers
exist outside of the KETS network. The initial writing of this document will only encompass electronic
mail from Outlook Live, though in the coming months other collaborative features will be added to the
offering which may require updates to this document.

The KETS AD and Messaging design has been implemented as seamless as possible to allow districts to
continue utilizing tools like Active Directory Users and Computers to also administer users which require
mail services. It’s important for districts to realize that this is not the norm for most users of Outlook
Live services. There have been customizations built for KETS which will be defined throughout this
document. In the following sections all ‘KETS specific’ tasks and how they are to be accomplished are
described, meaning those tasks that are designed solely for the KETS system for which no other
documentation exists. There are specific discussions which may be duplicated in different areas in this
guide as they may logically fall in several areas (ex. How to manage Distribution Groups with Exchange
Control Panel may be discussed in the Distribution Group Administration section but may also be
somewhat discussed in the Exchange Control Panel section). This document is not intended to cover all
required end user tasks.

1.2 Audience

This guide was written and is kept up-to-date for the technical administrators and user managers of
Kentucky school districts’ directory services and messaging systems.

1.3 Technologies/Terminologies

There are acronyms and technology terms that are used when discussing Active Directory and the
messaging system implemented in KETS. The technology field is riddled with these terminologies which

Page 9
KETS - District Operations Guide for Active Directory and Messaging Services



can cause great confusion if not thoroughly defined. It’s first important to reiterate that technical
administrators in this K-12 environment are the audience for this document.

The term ‘KETS’ will be referenced throughout this document, referring to all users, and technologies,
which utilize enterprise services delivered to the 176 (including KSD and KSB) school districts by KIDS
(the Office of Knowledge, Information and Data Services) which was formerly the Office of Education
Technology, or OET. KIDS is the technology office of the Kentucky Department of Education.

Windows Server 2008 Domain Services (also known as Active Directory) is utilized by KETS. The Active
Directory Domain Controllers, the devices which run the service, utilize Windows Server 2008 Hyper-V
technology. Microsoft’s Windows Server 2008 Hyper-V provides virtualization of operating systems and
their services. KETS also utilizes Domain Name Services (DNS) which resides within Active Directory as
well as external to Active Directory on other platforms.

Live@edu is Microsoft’s offering to educational entities for several technologies that are ‘housed’ at
Microsoft’s datacenters throughout the world. These technologies are accessed over the internet by
various clients depending on the technology required. KETS has initially adopted only the e-mail service
(Outlook Live) of Live@edu which is one of several offerings which reside under the Live@edu
‘umbrella’. It’s important for districts to understand that any user with a Windows Live ID can
create/access other services. These optional services have been removed from the menus of the e-mail
screens but a user can technically utilize other services (Skydrive, Live Workspaces, etc) if they go
through the Microsoft offered websites instead of the KETS specifically built ones (explained in detail in
following sections).

Access to e-mail services within Outlook Live is available through full-featured MAPI based e-mail
applications such as Outlook 2007 or through Outlook Web App (OWA — aka Webmail or KETSMail).
Entourage WSE is the Macintosh based client offering a MAPI-like experience. Windows Mobile, other
ActiveSync based devices as well as some non-ActiveSync devices (IMAP, etc) can also access Outlook
Live, though will have limited functionality.

Our different user types (staff and student) exist in Outlook Live in separate areas which are referred to
as Tenants. These are actually different Exchange Organizations but for the purpose of this document
they can be thought of as different Global Address Lists. There are many management options available
for each district’s ‘Student’ Tenant such as ‘Closed Campus’, Bad Word lists, etc which are configurable
through the Exchange Control Panel (discussed later).

Online Provisioning System (OLPS) was coined by members of the KETS AD/EX Migration Product Team
upon design of the provisioning system. OLPS is built on Identity Lifecycle Manger (ILM) which reads
and writes to/from Active Directory and Outlook Live. Components of OLPS perform customized tasks
to synchronize objects to the mail system.

Some administrative tasks are performed in web portals that are provided to district administrators.
These are the KETS Control Panel (customized for our environment) and the Exchange Control Panel.
The tasks that can be performed in these web interfaces as well as the other technologies discussed in
this section will be expanded upon throughout this document. From a high-level there are some very
specific tasks that can be accomplished through the KETS Control Panel, but there is nothing that is
required for normal user management. As far as the Exchange Control Panel, it is only used for
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Distribution Group (aka. Distribution List) management for the Staff GAL. There are many options
available for Student GAL management through the Exchange Control Panel which are discussed in that
section.

Note: The Exchange Control Panel is simply what Microsoft calls the configuration area that is available
when the ‘Options’ button is selected while in OWA/Webmail. It is referred to as Exchange Control Panel
(ECP) in this document as other documentation will refer to it as such.

Password Change Notification Service (PCNS) allows for passwords in Active Directory and Outlook Live
to be in sync. Since Windows Live IDs will be the same as each user’s SMTP address OLPS populates the
User Principal Name (UPN) with the user’s primary SMTP address, allowing users to have the login name
be the same between AD and Outlook Live if the district user so chooses to utilize UPN. They can always
use domain/user if desired for login. Because of the password synchronization technology users have
the functionality of Single Sign-On (SSO) with OWA (https://mail.kyschools.us) and Same Sign-On with
Outlook 2007 (or Outlook 2010). Single Sign-On provides a ‘pass through’ experience, which does not
require an additional login other than the user’s domain login to the computer. Same Sign-On means
the username and password are the same, but Outlook will require an additional login.

PowerShell 2.0 is a command-line based scripting language that can be used to administer objects in
Outlook Live. There are many functions that can be accomplished only with PowerShell (especially the
Staff Tenant). These range from Multi-Mailbox searches to adding secondary proxy addresses to
mailboxes.

Again, these technologies and terms will be explained in more detail in later sections.

1.4 Document Feedback

If you have ideas for improving this document, such as adding additional information or clarifying
existing content, please send them to your KETS Engineer so they can be considered for future versions.

1.5 Document Updates/Location

This document will be updated and enhanced over time. Please check for new versions periodically at
http://education.ky.gov/districts/tech/Pages/Administration-and-Install-Guides.aspx

Note: Please take a moment to visit the areas under
http://education.ky.qov/districts/tech/tss/Pages/Outlook-Live-Email-and-KETS-Directory-Services.aspx
as there are many valuable instructional tools available that can assist with your administration of these
systems.
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2 ‘Need to Know’ Items

This section will outline the items that are not necessarily ‘task’ oriented but are extremely important to
the administration of the system. Some of these discussions are expanded upon in Section 3. Please
read and understand all of the items that follow as they will serve as the foundation of the Active
Directory and Outlook Live systems.

At a high-level there are four major management avenues that can be utilized by an IT admin for AD and
messaging administration. These areas are:

1. Active Directory management tools
a. Active Directory Users and Computers
b. CSVDE, LDIFDE, etc
c. DSADD, DSMOD, etc
d. Other 3™ party tools (AD Infinitum, etc.)
2. KETS Control Panel
3. Exchange Control Panel
4. PowerShell / Exchange Web Services (EWS)

The first two areas (AD tools and KETS Control Panel) are leveraged with those Active Directory
credentials that were used in the past that have membership in privileged Security Groups such as DIST
Support Admins, DIST Staff User Admins, etc. The third area (Exchange Control Panel) is used specifically
for management of the messaging infrastructure. To summarize, you will login with your
administrative Active Directory credentials to do AD and KETS Control Panel tasks. Anything in
Exchange Control Panel will be a Windows Live ID that does not exist in Active Directory. These
accounts are explained in following sections.

Exchange Control Panel is primarily used for Distribution Group (aka Distribution List) creation and
management for Staff users. For students, Exchange Control Panel has other student specific settings.
PowerShell and EWS scripted applications also can be leveraged to administer Outlook Live (and AD for
that matter). So you will use ‘Outlook Live’ administrative accounts that do not exist in Active
Directory to perform tasks against Outlook Live (Exchange Control Panel, PowerShell or scripting to
the mail system).

All administrative credentials are outlined below in the section entitled Administrative Accounts for
Outlook Live and AD. More management tasks using these credentials are described throughout in
Section 3 of this document.

2.1 Active Directory

The KETS Active Directory (AD) environment is built on Windows Server 2008 Domain Services. Active

Directory is responsible for user authentication and authorization throughout many services within the
district environment. Users rely on DNS within AD as well as ‘external’ DNS when required. AD is also

responsible for DHCP as well as other services.
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The design of Active Directory for KETS exists as a classic hub-and-spoke topology, consisting of an
‘empty’ root domain (KETSDS.NET) with 179 sub-domains. AD replication is linear from each district
domain to the hub-site, replicating on a one-hour interval. Each district domain has two AD Domain
Controllers which reside physically within the district on KIDS managed hardware. Each district also has
an additional AD Domain Controller which resides at KIDS. These tertiary AD Domain Controllers exist in
an environment that is called ‘DR AD’ (Disaster Recovery Active Directory). This environment also
contains portions of the OLPS system. Backups of the ‘local’ domain controllers as well as the offsite DR
AD are performed by KIDS.

2.2 KETS Live@edu Videos, Help.Outlook.com and other
resources

There are ‘accompanying’ videos to this guide that can be found on the KETS Control Panel
(http://live.kyschools.us/admin/videos.aspx) which may be beneficial to review as a companion to this
document. These are provided as a link from the main KETS Control Panel page as well.

5 | :

KENTUCKY DEPARTMENT
OF EDUCATION 4

Pucescint & Proeurts rox o e ' / p
SUCCES S / /

User: KETS\jlogan

Video Based Training | Ky K-12 Live @edu

= OQutlook Live

Disable Mailbox Below, you will find a screencast video library thatis a companion to the information and administrative guidance found in the District Operations Guide for messaging
o and directory services. Please start with the welcome and overview videos. Videos found here are currently only available for download in .mp<v format. Without
District Config additional or spedial downloaded codecs, these videos will only be successful on a Windows 7 PC or a Mac using VLC player. As a reminder: if you are using these
ILM Reports videos as step by step guides while completing a production task, make sure to use the pause button in the controls of the player.
Jobs
L Video Name Length - Date Updated Download Video
5]
g General Instruction
Open Mailbox
Reset Password 100 - Welcome (2:21-7/13/2010)
Viewer
Training Videos 101 - Live@edu Overview {14:25 - 7/13/2010)
110 - ADUC Overview (15:00 - 7/15/2010)
201 - KETS Control Panel (22:42 - 7/23/2010)
202 - User Creations, Renames, & Joins (39:32 - 7/27/2010)
210 - AD Tools and Mass Creation {1:12:54 - 7/23/2010)

PowersShell Instruction

250 - PowerShell Overview (25:41 - 7/27/2010)
251 - Connecting Powershell to Live @edu (12:54 - 7/19/2010)
252 - Set TimeZone using PowerShell {9:59 - 8/3/2010)

253 - Add Secondary E-mail Address {10:56 - 7/23/2010)
254 - Transport Rules for Students (18:06 - 7/27/2010)

866686 666666

http://help.outlook.com can prove to be an administrator’s (and end user’s) most valuable resource
when searching for guidance on common tasks associated with Outlook Live. This site is referenced
many times throughout this guide as there is no feasible way to expound on all required tasks that an

administrator or user will need to accomplish. The information on the site is always up-to-date and easy
to find.

You can traverse through the common tasks or search for more specific information (screen shot below).
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Outlook Web App
Outlook Web App  *

Topic Last Modified: 2009-09-22

A E-Mail

Use your e-mail account
from any Web browser.

E Calendar and
Reminders
Schedule meetings and

appointments on your
calendar.

communicate with.

% Contacts and Groups [ 5 Options
4

Save phone and address Customize the settings for
information for people you your account.

Service Status | Team Blog | Forums | Help

[ 9]

E-Mail Setup

Set up your favorite e-mail
program to use with your
account. Go to the E-Mail
Setup Help Wizard page.

Mobile Phones

Set up your mabile phone
to access your e-mail,
calendar, and contacts. Go
to the Mobile Phone Self
Help page.

@ Voice Mail ‘ﬁ What's New in Outlook
—J Set up veoice mail and learn A Web App
how to access your e-mail, Learn about the new

Example: Suppose while in OWA you’d like to open another mailbox that you have access to. To find
out to perform this task you would go to http://help.outlook.com and search for ‘Access’. This results
several links to documents discussing ‘Access’, one of which is specific to accessing another mailbox.

You may also choose to simply traverse the site by going to the bottom of the help.outlook.com
homepage and selecting ‘For Administrators’ as shown below.

LAIILaLLD aliug Ja UUP:I L ] UPLlUll:l
B &

Save phone and address Customize the settings for
information for people you your account.
communicate with.

&_J Voice Mail ﬁ What's New in Outlook

= Web App

Set up voice mail and learn

how to access your e-mail, Learn about the new
calendar, and contacts features in Qutlook on the
using voice commands. web.
For Administrators FAQs for Sign In
A
Administrators: Find help on Outlook Web Go to https://www.cutlock.com and sign
managing Users in your App in with your Qutlook Live credentials.

organization. You've got

questions. We've
got answers.

As shown below there are several administrative categories to research
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6ﬁ%IOOkWEbApp Service Status | Team Blog | Forums |

&ﬂ%l For Administrators

Find the help you need to manage the day-to-day operations of your
Outlook Live organization. Just getting started? Sign your school up for
Outlook Live for Live@edu.

& - A ~ ~ - e N ~ -
;k'ﬁ?f_ Migrate Users and Get Them G%/ Configure Your Domain

Connected Set up Outlook Live to meet your

Migrate existing users and help unigue messaging and mail relay
users get up and running. reguirements.

A Directory Synchronization ‘g% Manage Users

CW¢ Use OLSync (formerly GALSync Manage all recipient types and
2010) to replicate and synchronize Windows Live IDs , reset user
user data between your on- paszswords , and help your users
premises Active Directory and get the most out of Outlook Live.
Cutlook Live.

QE Assign Roles and __:@ Security and Compliance

~ Permissions Check out the tools and
Fine-tune organizational functionality that support your
management and user access by organization's security and
assigning specific permissions and compliance strategy.

capabilities to users.

@L Use Windows PowerShell

e

FAQs for Administrators

4]

Note: Some of this information is not applicable as we have had to implement certain provisions in our
system to meet various business requirements. The confines to which were implemented are
documented throughout this document. That is why the information in this document must be looked at
as a prerequisite before implementing instructions found outside of this operation guide.

Information on tasks such as setting the mailbox permissions to open a mailbox, how to share calendars,
how to create Resource Calendars, as well as many such tasks can all be found by traversing or searching
http://help.outlook.com. This should be used by administrators as well as end users. The information
there is more up-to-date and easier to search than if it were duplicated in this guide. It is important to
note that some of the search results are actual Q/A by other users, not just ‘whitepaper’ docs. These
can be beneficial in getting answers as well but be aware that these may not be ‘official’ answers. Also
note that the way to perform these desired tasks may be documented on help.outlook.com or other
sites but the accounts that you need to use when implementing are discussed in this document.

There are also many publications which define the feature sets and administrative tasks associated with
Windows Server 2008 Active Directory services and Microsoft’s Live@edu (Outlook Live). Districts
should take advantage of these resources. In our environment the most accurate and up-to-date
information for Windows Server 2008 Active Directory services as well as Outlook Live can be found on
the web at these resources (as well as other publications). Again, a prerequisite should always be to
reference this document first as there are many customized elements configured specifically for our
environment. If the guidance you seek is not in this document then proceed to these other resources
for expert guidance, making sure those suggestions ‘fit in” with our customized system as outlined in this
document.
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Examples of web-available resources:

e http://help.outlook.com — Searchable How-To center for Outlook Live

e http://outlookliveanswers.com - Microsoft technical community devoted to Outlook Live

e https://my.liveatedu.com — Your central location for managing the Student Tenant (GAL) for
Outlook Live

e https://eduadmin.live.com/Support.aspx - Support center for Outlook Live

e http://technet.microsoft.com — Microsoft resources for IT Professionals

e http://www.microsoft.com/communities/default.mspx - Microsoft technical communities
provide opportunities to interact with Microsoft employees, experts, and your peers in order to
share knowledge and news about Microsoft products and related technologies

2.3 Support

In general, the KETS Active Directory 2008 and Outlook Live environment works as described in vendor
documentation and Help screens. However, some operations have been customized for the KETS
environment and must be carried out as described in this document or in consultation with KIDS. If you
are not sure whether vendor documentation is correct, Microsoft or otherwise, for a particular task
please contact the KETS Service Desk.

For assistance with Active Directory issues, mailbox creation/provisioning errors or KETS Control Panel
items please contact the KETS Service Desk. For issues with any Live@edu service (access to
Outlook.com, Exchange Control Panel, help.outlook.com, etc) use the information in the following
section.

2.4 Windows Live@edu Support Services

Purpose

The purpose of this section is to provide KY Department of Education (KDE) Office of Knowledge
& Information Services (KIDS) support staff guidance on how to properly obtain support on
Live@EDU related support issues. This is a guide only and does not and cannot address every
possible scenario. Where content exists in another source that document is referenced.

Questions/comments related to the content in this document should be directed to the
Technical Account Manager.

Terms

KIDS: Knowledge & Information Data Services (formerly the Office of Education Technology (OET))
Premier: Microsoft Premier Support organization for the Live@edu system.

OLPS: Outlook Live Provisioning System — Maintained by KIDS

DOG: District Operations Guide.
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SSO: Single Sign On

Triage Process

Live@EDU is designed in such a way that initial triage and problem resolution should be handled
at the level closest to the end-user. In the case of KDE this should be at the District IT

level. District IT staff should be fully encouraged to not adopt a “quick trigger” on escalations to
Premier Support or KIDS. The following information is meant to aid the District IT staff in
triaging Live@EDU issues and Figure 1 provides a flow of the overall process. District IT should
follow this guidance to ensure issues are properly examined and attempts are made to resolve
prior to escalation.

NOTE: Completing all applicable troubleshooting notes below can greatly decrease the time to resolve LIVE@EDU
issues that may arise.

O Ensure AD account is created in an appropriate OU and is not stamped with NOMAIL on the
KETS EDU tab.

O Ensure enough time has elapsed for the account to be provisioned. Typically provisioning can
take up to 2 hours for staff and 6 hours for students.
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O Review the Active Directory object for potential issues

O

Access the “Viewer” section of the KETS Control Panel and ensure that all checkboxes are green.
Review any red “X’s” to help determine the problem.

Review the “Logs” section of the KETS Control Panel for errors on the account.
Ensure that a password reset has occurred for the user, if this is a new or rarely used account.
Review the related account in the Exchange Control Panel for potential issues.

Can the account be accessed using the KETS SSO page?

o o 0o 0O o

Can the account be accessed using Outlook.com? (NOTE: Password reset may not have occurred if
the account can be accessed via SSO and not directly from Outlook.com.)

O If the issue is related to use of the web pages of Outlook Live then contact Microsoft Premier
Support (i.e. Outlook Web App and the Exchange Control Panel).

O Use the Microsoft Office Outlook Connectivity Test to determine if this is a local network issue.

The following should be provided when opening a ticket with the KETS Service Desk:

O Detailed description of the problem, including any specific symptoms experienced

O Example account(s) that are currently experiencing the issue. If multiple users are experiencing
this issue, be prepared to provide at least a few examples.

Any errors that were noted on the account in the KETS Control Panel Logs or Viewer
Detailed description of any troubleshooting that has been performed at the district level

Frequency of the problem; intermittent or 100% of the time.

o o o o

Is the problem currently occurring? If not, when was the last occurrence?

Case Workflow
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Figure 1 details the case workflow that should be used.

District Generated Live@EDU Support Flow

District IT KETS Service Desk KIDS Operations Premier Support

Issuwe Detected
Dwstrict Opens a

Premier Case

District Triage District calls Service
I—’ 1 Dk
BE6-538-7435

g

Multi Liser
Issue?
Ticket sent to
Operations
District
Troubleshooting
Service Desk
complites Tier 1 lsse Resalved?
troutdeshooting

MADS Opens a
Premier Case

‘*

Figure 1
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Technical support to address questions or resolve issues you may experience related to
Live@edu service is available to you 24 hours a day, 7 days a week via phone or web (KIDS
Only). Examples of issues technical support can assist you with include difficulty with the Live ID
issues, Outlook Live delays, content migration, students cannot log in, etc.

Phone Support: (800) 936-3100
Web Support: https://premier.microsoft.com

Support entitlement/authentication for access to support is by Access ID. District Technology
coordinators should contact their KE to receive their appropriate Access ID. When working with
a support engineer during troubleshooting you may need to tell them you do not have ‘Tenant
Admin’ privileges. If the support engineer needs you to perform certain tasks which you do not
have access to do you will need to contact the KETS Service Desk to escalate those procedures.

Districts with their own Premier Support Agreements should use the Access IDs they already
have.

Access ID should be kept PRIVATE and CONFIDENTIAL with a very limited number of people in a
district. Reporting is keyed off this Access ID and it is critical that districts protect the integrity
of their Access ID.

District IT Support requests submitted for products other than Windows Live@EDU will
be closed. Currently there is not a programmatic method to prevent cases from getting
opened for non- Windows Live @EDU products. ANY DISTRICT THAT OPENS A PREMIER
CALL FOR A PRODUCT OTHER THAN LIVE@EDU MAY BE SUBJECT TO FINANCIAL
CHARGES APPLIED BY MICROSOFT

Please refer all single user issues that involve MSN and Windows Live services to
http://support.live.com.

For district opened cases that experience a service delivery issue, the district IT staff should
contact KIDS via the KETS Service Desk. A representative from KIDS will contact the Technical
Account Manager for escalation support. For KIDS and districts with Premier Support, contact
the Technical Account Manager for escalation support.

For assistance with the following issues, please contact the KETS Service Desk:

- Active Directory issues

- Mailbox creation/provisioning errors

- KETS Control Panel issues

- If you're not sure whether vendor documentation is correct, Microsoft or otherwise, for a particular
task

KETS Service Desk:

(502) 564-2002 (local) (866) 538-7435 (toll free)
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E-mail: ketshelp@education.ky.gov
Web Support Form
Remedy Mid-Tier System

Additional Web Resources for Live@edu end users:

http://help.outlook.com — Searchable How-To center for Outlook Live Page 20 KETS — District
Operations Guide for Active Directory and Messaging Services

http://outlookliveanswers.com - Microsoft technical community devoted to Outlook Live
https://eduadmin.live.com/Support.aspx - Support center for Outlook Live
http://www.microsoft.com/communities/default.mspx - Microsoft technical communities provide
opportunities to interact with Microsoft employees, experts, and your peers in order to share
knowledge and news about Microsoft products and related technologies

Additional web resources for administrators:

http://technet.microsoft.com — Microsoft resources for IT Professionals

https://my.liveatedu.com — Your central location for managing the Student Tenant (GAL) for Outlook
Live

This section provides a list of typical general issues that have been seen during Live@EDU deployments.
KDE’s deployment of Live@EDU is unique and has the potential for issues that have not experienced in
past deployments.

Client Configuration

These often can appear as connectivity issues depending on the client’s configuration regarding the
display of task bar alerts. Client configuration is detailed in the DOG. This should be resolved by District
IT.

Mail being sent to junk email folder

Vast majority of these issues are directly tied to IP Safe-listing issues. End users typically don’t check the
folder by default and the behavior on Outlook Live may be different than expected (mail from recipients
previously not marked as junk now being marked as junk). This should be resolved by District IT.

First time login/password replication issues

This usually related to real-time provisioned customers seeing PCNS delays with password replication.
Not sure if this is applicable to KDE. This will typically resolve itself but if not after 30 minutes, the issue
should be resolved by District IT.

Forwarding
Mail forwarding rules may not function as expected. Checking junk mail at the endpoint mailbox usually
finds the email in a junk folder; junk mail does not get forwarded. This should be resolved by District IT.

Account / Mailbox Provisioning
Account and mailbox creation are typically evident when a client cannot connect to a mailbox or a user

cannot login to the service. This can be readily investigated by District IT and, if the account appears
good and the mailbox has been provisioned, should be escalated to KIDS.
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2.5 GAL Visibility

The KETS implementation into Outlook Live consists of a single Staff Tenant and individual district
Student Tenants. A Tenant is similar to an Exchange Global Address List (or Active Directory Forest) for
the purposes of this discussion. There are sections throughout this guide which expand on the
following discussion points. The following is a high-level summary of Global Address Lists.

There is one State-wide shared Global Address List (tenant) for staff, available to and containing all
district/KDE staff in the state (including all other State Agency staff). There are no other Global Address
Lists or Address Lists for staff, meaning there is no segregation of ‘district only’ objects. Any mailbox or
Distribution Group that is assigned as ‘Staff’ will be seen by all staff in the KETS system. There will be
no students visible in the Staff GAL, not even a given district’s students. Districts can create contacts
for the students in the Staff Tenant/GAL if they wish but those student contacts will be seen by all staff
in the KETS system.

The students will not see any objects in their Global Address List other than their own mailbox and the
DLAdmin mailbox. Students will not show as members in any Global Address List, staff or student. A
district’s Student Tenant (GAL) will allow for district administration (through Remote PowerShell, etc)
for only those students within the district. Because of the business requirement of an ‘All Staff’ Global
Address List, all staff members exist in one ‘Tenant’. Permission cannot be granted for certain tasks to
only run against a given district’s users, meaning there are some ‘top-level’ permissions that grant
access to the entire ‘Tenant’ (Staff Tenant in this discussion), which would allow someone to administer
all staff objects in the state. In other words there are tasks that are available for each district’s Student
Tenant that will not be available for Staff. By way of example, in the student tenant a district admin
may use PowerShell to set passwords on mailboxes; however, in the staff tenant, the authority to reset
passwords through PowerShell is state-wide and has been disallowed for individual district admins.
The alternative, for this specific example, is to use the KETS Control Panel
(https://live.kyschools.us/admin) to perform the password reset operation, or Active Directory Users
and Computers as it is authoritative and will ‘sync’ to Outlook Live.

2.6 Administrative Accounts for Outlook Live and AD

These administrative accounts are discussed in detail throughout the document in their respective
areas. However, it was thought helpful to discuss them collectively in a summarized format. The
following is a list of Security Groups in AD which are utilized within the Outlook Live system, as well as
‘elevated’ accounts/groups which exist in Outlook Live. Note: There are other groups in Active
Directory (ex. DIST Staff Account Reset) which allow user password resets within AD which ultimately
flow to the Windows Live ID, but are not discussed here. Below is a ‘one-pager’ that districts can refer
to somewhat as an IT Admin for Live@edu Cheat Sheet.
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Active Directory (AD)

Below is a brief description of the different Admin accounts for Staff and Student administration. Some
are used in ADUC and KETS Control Panel while others are used for direct management in ECP and
PowerShell. The differences are noted below.

KETS Control Panel (KCP)

c

[+]

ols: Active Directory Users and Computers,
CSVDE, LDIFDE, DSADD, etc

Admin Credential(s):
DIST Support Admins
DIST Staff User Admins
DIST Student User Admins

Actions/ Purposes:

* User/Security Group management in AD
» Creation of new users

+ Creation of Distribution Groups/ Lists

» Distribution Group Management (Mem-
bership and Naming only - NOT permissions}
« Changing users last name

+ Disabling network accounts

* Disabling a mailbox belonging to an ac-
count (retaining network access)

» Addressing AUP violations

* Messaging Plan configurations for objects
(MailOnly, NoMail, etc)

* Reviewing Attribute Editor

/LInk: https://Live.kyschools.us/admin

Exchange Control Panel (ECP)

\

Admin Credential(s): [ALL AD Permissions]
DIST Staff All Mailbox Access
DIST Student All Mailbox Access
DIST Support Admins
DIST Staff User Admins

Actionsf Purposes:

* District Configurations (Configure/ Set/
Change)

* Tombstoning Live ID's

+ Live ID Eviction Timeline

* Scheduling Provisioning/ Manual runs
« Manual runs of provisioning (Add Jobs)
* Run diagnostics/ troubleshooting/ logs
* See account password reset activity
« Cloud only password resets/ synching
(admin level - KCP)
* Process Viewer (account creation status)
« Open another user’s mailbox
+ Quick disable of user’s mailbox

Reset Password (end users:

https://live.kyschoals.us/password. aspx)

N )\ )\
Provisioning Schedule: SMTP Relay: Working with Groups: \
:-'. Staff - runs every 15 minutes DNS - ketsmail.us If created im AD, stay in AD for membership and naming (object and display);
: Students - runs every & hours IP-10.16.1.25 If created in Live@edu (cloud - ECP), stay in cloud for all.
g Groups - run nightly ALL groups must be managed in ECP for Ownership, Delivery Management, Membership Approval,

/T.ink: https://mail.kyschools.us > [Options] buttcn\,

Admin Credential(s):
0 Admin@® o

Regular user account credentials

Purpose:

Distribution Group management (DL Admin):
* Ownership of the group
* Membership Approval (who can join)
+ Delivery Mangmnt (who can send to)
* Message Approval

* Any group created in ECP, is "open” by de-
fault (anyone can join the group)

* ALL groups allow everyone to send to the
group by default, must add users in Delivery
Management

Personal Settings:

+ Connected Accounts, Rules, Signature, Mo-
bile device wipe, Auto Replies, Filter or Block
lists

Administrative Options for Student Domain:

« Bad word filters, Anti Bullying, Closed Cam-

and Message Approval.

J

Live@edu | 100 Level IT Admin Training

Important: For any of the shared accounts below that exist only in the cloud, it is important to
remember that districts with multiple IT personnel will be sharing these accounts. Any time staff
changes, you will want to make sure that the passwords to those accounts are changed accordingly. This
is especially important since accessing a district’s Live@edu information via PowerShell can be done
from any computer with an Internet connection; one does not have to be on the district’s network to

gain access as long as the credentials

Staff

e OQOutlookAdmin@district.

are known.

kyschools.us

o This is an Outlook Live account (not in Active Directory)

KETS - District Operations Guide for Active Directory and Messaging Services
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o MUST access through www.outlook.com, not mail.kyschools.us

o Used for certain Recipient and Distribution Group administration, such as adding
secondary SMTP Proxy addresses to mailboxes.

o Tasks can only be accomplished with PowerShell 2.0

OutlookAdmins@disctrict.kyschools.us
o Thisis an Outlook Live Security Group whose members have the same access as the
Outlook Admin account (this is not Active Directory)
Read-Only ECP access
MUST access through www.outlook.com, not mail.kyschools.us
OutlookAdmin has ownership, not DLAdmin
Limited PowerShell only for certain rights
e Create new DG &DDG
e DL/DDG Management
e Recipient Management

o O O O

DLAdmin@district.kyschools.us
o Thisis an Outlook Live account (not in Active Directory)
o MUST access through www.outlook.com, not mail.kyschools.us
o Setas ‘Owner’ of all district Distribution Groups, whether created by Admins or
users

SearchAdmin@district.kyschools.us
o Thisis an Outlook Live account (not in Active Directory)
o Used for Multi-Mailbox searches across all of a district’s staff mailboxes
o Tasks can only be accomplished with PowerShell 2.0
o Has access to open SearchResults_district@staff.kyschools.us, where district is the
district SMTP Domain Name.

Note: Search results are exported to SearchResults_district@staff.kyschools.us
mailbox (notice that the suffix is staff.kyschools.us for all districts)

ServiceAdmin@district.kyschools.us
o This is an Outlook Live account (not in Active Directory)
o This is a Service Account only to be used to authenticate applications written to
Exchange Web Services.
o Has ‘impersonation rights’ to district staff mailboxes.

Notifications@district.kyschools.us

o This is an Outlook Live Distribution Group (not in Active Directory)

o Members of this group receive OPLS errors for Staff and Students, as well as Staff
DG creation notifications
Membership must be updated using OutlookAdmin account
Membership can only be updated using PowerShell 2.0

o OutlookAdmin has ownership, not DLAdmin
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e Members of the Active Directory group DIST Support Admins
o Security Group in Active Directory

o User management access for Staff and Students accounts
o Management access through Active Directory Users and Computers and KETS
Control Panel

e Members of the Active Directory group DIST Staff All Mailbox Access
o Security Group in Active Directory
o Access to open Staff user mailboxes
o Management access through KETS Control Panel

e Members of the Active Directory group DIST Staff User Admins
o Security Group in Active Directory
o User management access for Staff (create users, reset passwords, etc)
o Management access through KETS Control Panel

Students

o OutlookAdmin@stu.district.kyschools.us
o Thisis an Outlook Live account (not in Active Directory)
o MUST access through www.outlook.com, not mail.kyschools.us
o Full administrative access to the Student Tenant settings as well as user
management
Ability to delegate administrative roles to other users
Management access through Exchange Control Panel or Remote PowerShell

o DLAdmin@stu.district.kyschools.us
o This is an Outlook Live account (not in Active Directory)
o MUST access through www.outlook.com, not mail.kyschools.us
o Set as ‘Owner’ of any Distribution Groups in the Student Tenant (if any are created)
o

e SearchAdmin@stu.district.kyschools.us
o This is an Outlook Live account (not in Active Directory)
MUST access through www.outlook.com, not mail.kyschools.us
Used for Multi-Mailbox searches across all of a district’s student mailboxes
Tasks can only be accomplished with PowerShell 2.0
Has access to open SearchResults @stu.district.kyschools.us, where district is the
district SMTP Domain Name

O O O O

Note: Search results are exported to SearchResults@stu.district.kyschools.us
mailbox

Page 25
KETS - District Operations Guide for Active Directory and Messaging Services


mailto:OutlookAdmin@stu.district.kyschools.us
http://www.outlook.com/
https://my.liveatedu.com/
mailto:DLAdmin@stu.district.kyschools.us
http://www.outlook.com/
http://www.outlook.com/

e ServiceAdmin@stu.district.kyschools.us

(@)
O
O

This is an Outlook Live account (not in Active Directory)

MUST access through www.outlook.com, not mail.kyschools.us

This is a Service Account only to be used to authenticate applications written to
Exchange Web Services

Has ‘impersonation rights’ to district student mailboxes.

e Quarantine@stu.district.kyschools.us

O

O
O
o

This is an Outlook Live account (not in Active Directory)

MUST access through www.outlook.com, not mail.kyschools.us

Used to access ‘quarantined’ messages by SPAM Filter.

District admins should check this mailbox often, and clean out and forward false-
positives to the recipient(s)

e Members of the Active Directory group DIST Support Admins

O
O
O

Security Group in Active Directory
User management access for Staff and Students accounts

Management access through Active Directory Users and Computers and KETS
Control Panel

e Members of the Active Directory group DIST Student All Mailbox Access

@)

Security Group in Active Directory

o Access to open Student user mailboxes

O

Management access through KETS Control Panel

e Members of the Active Directory group DIST Student User Admins

O
O
O

Security Group in Active Directory
User management access for Students (create users, reset password, etc)
Management access through KETS Control Panel

2.7 Responsibilities

KIDS is responsible for most technical maintenance and support of systems in the KETS Active Directory
2008 environment. KIDS is also responsible for OLPS which delivers the provisioning between AD and

messaging. KIDS is also responsible for SMTP relaying services for secondary applications which require
‘send mail’ capabilities.
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Districts are responsible for the physical environment which houses the Active Directory servers. This
area should stay physically secure and temperature controlled. The district is also responsible for all
user/object administration as well as any licensing that’s required.

2.8 Acceptable Use Policy

All districts must add the following language to Acceptable Use Policies for end user compliance.
Federal law requires that any child age 13 and under have parental consent to access online services,
such as the Microsoft’s Live@edu offering. Of the variety of methods required of any online service
provider, Microsoft has chosen — at Kentucky’s request — to rely on the respective districts to obtain
such consent via the local AUP and accompanying procedures.

The Outlook Live e-mail solution is provided to your child by the district as part of the
Live@Edu service from Microsoft. By signing this form, you hereby accept and agree
that your child’s rights to use the Outlook Live e-mail service, and other Live@Edu
services as the Kentucky Department of Education may provide over time, are subject to
the terms and conditions set forth in district policy/procedure as provided and that the
data stored in such Live@Edu services, including the Outlook Live e-mail service, are
managed by the district pursuant to policy 08.2323 and accompanying procedures. You
also understand that the Windows Live ID provided to your child also can be used to
access other electronic services that provide features such as online storage and instant
messaging. Use of those Microsoft services is subject to Microsoft’s standard consumer
terms of use (the Windows Live Service Agreement), and data stored in those systems
are managed pursuant to the Windows Live Service Agreement and the Microsoft Online
Privacy Statement. Before your child can use those Microsoft services, he/she must
accept the Windows Live Service Agreement and, in certain cases, obtain your consent.

2.9 User Principal Name (UPN) Login— SMTP Login

The User Principal Name attribute, which exists on all user objects in Active Directory, was created for
companies that wanted a unique user definition to the login process which isn’t bound by domain
designs. The UPN attribute in the KETS environment is set by OLPS to be equal to the user’s primary
SMTP Address (example: bob.snow@bell.kyschools.us). All users are encouraged to log in to domain
resources using the full KETS user address (UPN, or SMTP). https://outlook.com requires login with the
Windows Live ID, which is the SMTP address. Having users log in with their SMTP Address will

1) Give the users one less thing to remember as all users utilizing mail will need to know their e-
mail address, but now will not have to know their domain\user credentials as well

2) Eliminate confusion for users either logging in to outlook.com vs. mail.kyschools.us.
Outlook.com requires UPN/SMTP logon, where mail.kyschools.us allows for either UPN or the
domain\user syntax.
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3) Eliminate confusion for Outlook users who will be prompted for e-mail login with the same
Windows Live ID.

Note: District users will continue to have the capability to login with domain\user if the district or user so
desires.

The user will experience differences in accessing e-mail services depending on which client they use.
These differences are explained in the following sections.

2.10 E-mail Client access to Outlook Live

With Outlook Live combined with the Password Change Notification Servers and Single Sign-On
functionality within OLPS the user experience is as streamlined as possible, in some ways providing more
functionality than Exchange Server installed ‘On-Premise’. The areas below discuss different client
environments and how they react with Outlook Live.

Note: Configuration within Outlook Live is set for 30 days on deleted items, 14 days on the “dumpster”
items retention, for a total of 44 days of content retention. This means that items placed in the Deleted
Items folder, through ‘deleting’” a message, will be purged from the Deleted Items folder 30 days from the
message’s receive date. Users can still ‘Recover Deleted Items’ for an additional 14 days after the
message is ‘purged’. This is a mailbox setting, meaning that this is the case no matter the client being
used (Outlook, OWA, etc).

There is a maximum of 3,000 recipients per day a user can send messages to. This is also the maximum
number of recipients one can send to on a single message. Public Distribution Groups count as 1
recipient for the entire group, meaning the members are not expanded to calculate the limit. Personal
Distribution Lists each member in the list count as a separate recipient.

These limits have been raised for KETS, which means you will see it in documentation at Microsoft as
500 recipients per day and 100 recipients per message. There are many limits outlined at the following
link: http://help.outlook.com/en-us/140/dd630704.aspx

Note: There is a 197 KB limit on the amount of information that can be added to the To: header in OWA,
which means that users will get an error in OWA if they add ‘too many’ recipients, ‘too many’ many over
197 KB of size which is not very helpful but that’s technically how it’s built and stated.

Users/Admins have the ability to create ‘Shared Calendar’ which can be accessed by numbers of users.
There are two options for deploying these calendars which are listed below.

Create a dedicated user object for the calendar — IT Admins can create an AD object or create a mailbox
through Exchange Control Panel. Name this object the name of the desired Calendar and utilize this
mailboxes calendar and modify permission.
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Secondary User Based Shared Calendars - users can create additional calendars within their account
(right click and “Create new calendar”) and delegate permissions. The one drawback to this method is if
the user object is deleted (person leaves the district) the calendar is lost.

There are a couple of ways to access e-mail through a web browser. The primary link to access all Web
mail services will be https://mail.kyschools.us. District users also have the ability as well to utilize
https://outlook.com, which is the normal public offered link for access to Outlook Live. With this stated
districts could have users utilizing the KETS customized page (https://mail.kyschools.us) for primary
access and, in the case of an outage of some kind, use https://outlook.com. Districts could either add
this second link to a local web page or simply inform the users of both links.

Note: https://mail.kyschools.us will not work if users are using VPN into KDE/KIDS from off-site. If this is
the scenario those users should use https.//outlook.com

www.outlook.com should be utilized for any ‘administrative’ tasks that need to be performed in the
Exchange Control Panel instead of using mail.kyschools.us. The reason for this is mail.kyschools.us will
use the Active Directory credentials of the user logged in to the workstation. For using accounts such as
DLAdmIin@..., OutlookAdmin@... etc, you will need to login to www.outlook.com as the Windows Live ID
of an Outlook Live admin, as they do not exist in Active Directory.

Note: There’s a 24 hour timeout for inactivity in OWA which uses the Windows Live ID timeout instead of
having one configured. There is no ‘Public’ option as before which had a few minute timeout.

The KETS link to OWA, https://mail.kyschools.us, provides Single Sign-On (SSO) as well as auditing from
Active Directory to Outlook Live. This means that any user who is logged into a KETS Active Directory
Domain will be authenticated in with their corresponding Windows Live ID through the web portal. This
will happen without user knowledge.

NOTE: Windows Live IDs require a six character password by default (discussed in section ‘Password
Complexity Requirements’). District users who utilize https.//mail.kyschools.us will NOT have to have a
six character password in Active Directory, as SSO takes care of this. HOWEVER, it’s important to note
that users who do not have a six character password in AD would not be able to utilize
https.//outlook.com to access their e-mail, meaning if https.://mail.kyschools.us were unavailable due to
network issues, etc those users would not be able to access their e-mail. Network issues refer to
connectivity between the hub site which hosts OLPS (KDE/KIDS) and the Internet ‘cloud’.

As part of their increased security measures, Microsoft also blocks the use of common passwords that
still meet or exceed the minimum password length. For example, if using a password like “123456” or
“password” users will likely see the following prompt when looking in to https://outlook.com:
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Microsoft account

Your password is too easy to guess

Your current password is on a list of passwords that hackers frequently try to use. Create a new one to
help keep your account secure.

Microsoft account

anthony.stark@providence.kyschools.us

Current password

Forgot your password?

MNew password

8-character minimum; case sensitive

Reenter passward
Make me change my password every 72 days

Save

If a user sees a prompt like this, you will want to reset their password to something less common in
Active Directory. This is important because passwords from AD will sync to the cloud, but password
changes in the cloud will not sync back to AD. If a user were to change their password at this prompt,
their password for Live@edu would be different than their password for logging in to the domain. See
section 2.14 for additional information on password sync. This will not impact using the SSO at
https://mail.kyschools.us.

Users will also see a security prompt from Microsoft to provide additional information to protect their
account if they use their Live@EDU credentials to login to any LivelD enabled service other than OWA,
such as SkyDrive. Users will be able to supply a security question/answer, phone number, and alternate
email address which can be used to recover a compromised account. Users will not be prompted to enter
this information by logging into OWA.
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Microsoft account

A password isn't enough

Passwords can be lost or stolen. Before you can proceed, we need a way to reach you in case
something goes wrong. We won't use this to spam you—just to keep your account more secure.

Phone number

United States (+1) B

(O H0CK-2000K

Alternate email address

someone@example.com

Trusted PC

Enter computer name

Security question

Default secret question?

Change

The decision for what type of information should be entered (eg. district phone number or personal
phone number) will be up to the district.

Any user who utilizes https://outlook.com, in case of outage of mail.kyschools.us or otherwise, would
have to supply their credentials as SSO is not configured (remember that Single Sign-On only functions
with https://mail.kyschools.us). However, these credentials are identical to the user’s Active Directory
credentials, that is to say the user’s SMTP Address (UPN) and password (explained above in the section
‘User Principal Name login (UPN)’)

District administrators (or users for that matter) can choose to run Internet Explorer 9 with the —
noframemerging switch by editing the shortcut (“c:\....\iexplore.exe” —noframemerging). This would
allow for multiple versions of IE to be launch with different credential logins to each session. This could
be valuable for that that need to login as their normal user credentials and also login as DLAdmin, for
instance. Without this switch you would have to close IE and login as the other account. You could also
utilize the ‘InPrivate’ browsing which would open an additional session with no cookies, etc.

For a list of Outlook Web App supported browsers please refer to http://help.outlook.com/en-
us/140/bb899685.aspx?ref=search&sl=1

Page 31
KETS - District Operations Guide for Active Directory and Messaging Services


https://outlook.com/
https://mail.kyschools.us/
http://help.outlook.com/en-us/140/bb899685.aspx?ref=search&sl=1
http://help.outlook.com/en-us/140/bb899685.aspx?ref=search&sl=1

If the District wishes to ‘brand’ the Outlook Live Interface (OWA) the follow instructions must be
followed. Branding simply refers certain ‘customizations’ that can be modified in the display users in
OWA. There are three different options that can be modified.

Option 1: Modify the image that shows in the top left of the main page.

- Providence Ind. Schools

by Microsoft Cutlook Web App

Inbox
L% Favorites Sdnew ~ | X T Mow
4 {3 providence Cutlook Adminisi
L—'q" Inbox (2 Arrange by: Date -

- -

If you wish to change the image displayed on the main OWA page send an email to the KETS Service
Desk with an attached PNG image file requesting this change. The image MUST adhere to the following
properties (see screen shot below). Itis a manual process to change the logo and takes up to 24 hours
to publish and update. By default, the KDE logo is

used. If you do not wish to brand OWA for your users the KDE image below will be displayed.

Properties: Your image:
File type: PNG Sin
Max, height (pixels): ﬁ{_}}
42 :

Max. width (pixels): 60

Resolution: 32

Max. size (KB): 30

Option 2: Change the website that users are taken to upon OWA logoff. The default website that users
are redirected to when they logout of OWA is http://education.ky.gov. If you want to change this to
another website send an e-mail to the KETS Service Desk requesting this change.

Option 3: Modify the ‘Menu’ bar across the top of the main page in OWA. Districts can choose to either
accept the current default of ‘no menu bar’;

mﬁ‘g'cﬁmﬂ Mercer Co. Schools
Q’ﬂ!l by Microsoft Outlook Web App

Inbox

5% Favorites SdNew | K - Move ~ Fiter ~ View ~ | & 1 i $
Y qi] =
a [ Johnny Logan Py )
L] Inbox Arrange by: Date - MewestonTop =
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Or elect to have the menu added;

f':@Providence Ind. Schools Mail- Office~ Photos- Morer | MSN-
.f‘_’:- 1= " by Microsoft Outlook Web App

Inbox

52 Favorites EdNew ~ >< T Move ¥ Filter = View = Q 3 xk\l
¢ =

4 |3 providence Outlook Adminisi PR - -

This option can be modified for all Staff and/or Students in a district. Selecting this option will allow
users easy access to switch to other collaborative features from within OWA like Skydrive, Office Web
Apps, etc.

District should send an e-mail to the KETS Service Desk requesting this change.

Outlook 2007 (and newer), the native client within Snow Leopard (Mac OS X 10.6) and Entourage 2008
WSE (used for Mac OS prior to Snow Leopard) are the only full-featured desktop clients for e-mail access
to Outlook Live. Outlook Web App (OWA) is the recommended option for those workstations that do
not have the previously stated clients.

Outlook 2007 utilizes a protocol known as ‘RPC over HTTP’ called Outlook Anywhere for full Outlook
(MAPI) access to Outlook Live for e-mail. Since this works over port 443 there are no firewall issues with
this client. No previous versions of Qutlook are supported for full MAPI functionality. Older versions of
Outlook can be configured for IMAP/POP but the experience is less functional than would be experience
for Outlook 2007 (or Outlook Web App for that matter).

Since all KETS users have password synced with their Live IDs those that utilize Outlook 2007 will
experience ‘Same Sign-On’. This means they are required to authenticate with their SMTP address as
their login when Outlook loads, but are able to provide their same credentials as they do to login to
Active Directory. This assumes that the user will be logging in with their UPN (explained above in
section User Principal Name login (UPN)).

Outlook 2007 leverages Microsoft’s Autodiscover service for new profile creation. When a new user
logs into the domain and then launches Outlook for the first time Outlook will take the user’s logged in
credentials and search DNS for Autodiscover. KIDS has created DNS entries which point these DNS
names to Microsoft for resolution. This results in the Outlook client ‘finding’ the mailbox on the
appropriate server at Microsoft to setup the profile.

Note: All mail items in the ‘Deleted Items’ folder get deleted after 15 days of age.
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Windows Mobile 6.1 or greater will function with Autodiscover by entering only the SMTP address and
password of a user. Some mobile devices will need to be manually configured. Server credentials for
mobile devices should be pointed to “m.outlook.com”. Blackberries may also be configured for IMAP
support using “m.outlook.com”. Refer to the online documentation at http://help.outlook.com for
specific instructions on setting up mobile devices.

2.11 SMTP Relaying

Any district applications which require SMTP relay services should be able to use the relay servers
established by KDE. These relay servers accept mail from any authenticated accounts without special
intervention. Most applications which use a relay provide a form where you can enter a username and
password combination from a service account. With that information, the applications can point to the
ketsmail.us hostname or 10.16.1.25 IP. If the application/service accepts a URL for the hostname, use
“ketsmail.us.” For those applications/services that do not accept a hostname/URL use the virtual IP
address (VIP) 10.16.1.25.

If a district application/service does not support authentication, first contact the KETS Service Desk
requesting IP address access of the application requiring relaying. Once access has been configured,
modify those applications to point to ketsmail.us for hostname or 10.16.1.25 for static IP. The SMTP
services exist at KIDS so in the event that the link to KIDS is down this service will not be functional.

2.12 Exchange Web Services (EWS) and Remote PowerShell

Programmatic/scripted access to Outlook Live and content within Windows Live IDs (mailbox content)
are only accessible through Exchange Web Services (EWS) http://msdn.microsoft.com/en-
us/library/bb204119.aspx and Remote PowerShell (http://help.outlook.com/en-us/140/cc546278.aspx).

The OutlookAdmin account in Student Tenants has access to do many tasks utilizing PowerShell and

EWS. There is additionally an OutlookAdmins Security Group which has comparable permissions.

OutlookAdmin can add users to this group if desired.

PowerShell and EWS are described in greater detail in Section 3 of this guide. In summary, PowerShell
manages objects where EWS manages content within mailboxes (calendar items, mail messages, folders,

etc).

There is also an account which specifically exists to run programs under as a ‘Service Account’ which has

permissions to run against the Tenants. These accounts are:
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ServiceAdmin@district.kyschools.us (for Staff)

ServiceAdmin@stu.district.kyschools.us (for Students)

where district is the district SMTP Domain Name.

2.13 Online Provisioning System (OLPS) and DR AD

The provisioning system which synchronizes information between KETS Active Directory and Outlook
Live is called the Online Provisioning System (OLPS). It is comprised of multiple server instances running
Microsoft Identity Lifecycle Manager and other system services. This system is responsible for keeping
users, Distribution Groups, Security Groups (if desired) and mail-enabled contacts with certain attributes
synchronized with the cloud. Another component of the solution is Password Change Notification
Services (PCNS) which keeps passwords in sync between AD and Outlook Live. Any errors which occur
will be sent to members of the notifications@district.kyschools.us, where district is the district SMTP
Domain Name.

There are some administrative tasks which cannot be accomplished with conventional methods so a
customized KETS Control Panel exists for those special tasks. These will be explained in greater detail in
later sections. The following image is a high-level depiction of the solution.
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The OLPS services exist on an environment at KIDS which also contains a backup domain controller for
each district domain. This allows OLPS to read from and write to Active Directory at local switch
backplane speeds. The system is called DR AD (Disaster Recovery Active Directory). It's a multi-server,
SAN solution utilizing Fiber and Windows Server 2008 R2 w/ Hyper-V. District system-state AD backups
will be pulled from these servers for disaster recovery. This is a high-level view of the solution:
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2.14 Password Synchronization between AD and Outlook Live

Passwords between Active Directory and Outlook Live (through Windows Live ID) are kept in sync
through the OLPS system which leverages Password Change Notification Service (PCNS) configured on all
KETS Domain Controllers. When a user changes his/her password that password is synced through the
OLPS system to the user’s Windows Live ID. This allows for the same password to be used between
Active Directory and e-mail (whether through Outlook, OWA or mobile devices). If, for any reason, a
user changes their password and it doesn’t get synced to their Live ID, the user can go to a web portal
https://mail.kyschools.us/password.aspx to reset their Outlook Live password to mimic the Active
Directory password. Administrators can perform this on behalf of the end users at
https://live.kyschools.us/admin.

Note: There can be latency between the time a user changes their Active Directory password and
completion of the sync to Outlook Live. During this latency there could be an instance where the user is
unable to open Outlook with a newly changed password. (ex. User logs into their machine and changes
their password. As soon as the system is up they immediately try to open Outlook). We do not know the
scope of this latency at the point of the writing, only enough to say that it could happen and districts
should be aware. In this case the user could simply provide their previous password or wait until the
synchronization has occurred.
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2.15 Availability

In every district there are two Active Directory Domain Controllers housed locally, one being a Global
Catalog which is used primarily for Universal Security Group membership lookups at logon. As briefly
discussed in the previous section there is an environment at KIDS called ‘DR AD’ (Disaster Recover Active
Directory) which comprises 179 domain controllers, one for each district/sub-domain. This additional
domain controller’s primary function is for the OLPS system to write changes to Active Directory as well
as provide an additional off-site system-state backup for districts of their AD environment.

This off-site AD Domain Controller could be used to service district logins during an outage of the two
on-site Domain Controllers if, and only if, district workstations were configured to point to this server as
a tertiary (third) DNS entry. This can be accomplished from Advanced setting on a NIC. To find the IP
address of the Domain Controller that resides in the DR AD environment at KIDS ping:

EDxxxADGC2.districtdomain.ketsds.net

Where xxx is the district number and districtdomain is the district’s Active Directory Domain

Note: This off-site domain controller could not be used to hand out DHCP addresses. It is only to provide
emergency directory server authentication and DNS in a case where both local domain controllers are
unresponsive AND the network connection to KDE is available.

All user mailboxes and their content are physically located offsite at one of Microsoft’s data centers. At
the time of this writing there are four data centers across the world. The active mailboxes for KIDS/KDE
are all stored in the San Antonio, TX data center which currently allows for the highest capacity.
Mailboxes are housed within server ‘PODS’ that offer triple redundancy. This ensures that if an active
mailbox server, or a service, becomes unavailable there are two backups at any given time. Because
these data centers hosting this technology exist outside the physical district there are reliance’s on other
infrastructure components. There are some redundancies built internally like an off-site SSO for OWA,
in case the network connection from KIDS/KDE to ‘the cloud’ is lost. But most components will not be
functional if either the network connection for the entire district to the Internet is lost or the connection
from the Internet to KIDS/KDE is down.

Below outlines what functionality would be affected if:

There is a loss of connectivity from a school to the district hub-site or from the district hub-site
to the cloud/Internet:

e OWA users would have no access to e-mail
e Macintosh users would have no access to e-mail
e Qutlook 2007 users would have ‘Cache-mode’ functionality if configured
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e User management within Active Directory would not be synced to Outlook Live while
there is an outage. These changes would not be lost and would be provisioned after the
connection is established

e Any users who change their AD password while there is an outage may not have their
password ‘synced’ to Outlook Live. If this occurs the end user or administrator would
need to access the KETS Control Panel to reset the Outlook Live password

There is a loss of connectivity from KIDS/KDE to the cloud/Internet:

e KETS Control Panel would be down

e https://mail.kyschools.us would not work. Users would need to use
https://outlook.com which would require an additional login (but with same AD UPN
credentials)

e User management within Active Directory would not be synced to Outlook Live while
there is an outage. These changes would not be lost and would be provisioned after the
connection is established

e Any users who change their AD password while there is an outage may not have their
password ‘synced’ to Outlook Live. If this occurs the end user or administrator would
need to access the KETS Control Panel to reset the Outlook Live password

If there are other outages/connectivity issues outside of the KETS network they could have greater
impact, such as affecting handheld devices which rely on other network carriers, etc.
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3 Administrative Tasks

3.1 User Administration

The following sections define tasks associated with object management of users, groups and contacts.
Some of the tasks can dictate how these objects are provisioned in Outlook Live. Most tasks are
handled within Active Directory Users and Computers but a few must be accomplished by other means
which are discussed in the next sections. As stated earlier there are four different management avenues
for administering Active Directory as it pertains to messaging.

Active Directory administration
Exchange Control Panel

KETS Control Panel

PowerShell / EWS

From a broad level objects are created in Active Directory (users, Security Groups) and provisioned in
Outlook Live. The management of those AD objects is done with tools such as Active Directory Users
and Computers, DSMOD, etc. The messaging specific tasks such as adding users to Distribution Groups,
creating Distribution Groups, changing e-mail properties, etc is done with Exchange Control Panel. KETS
Control Panel was created for a few specific tasks which are not easily accomplished through other
means. Examples of these tasks are opening another user’s mailbox (given you have access), scheduling
the provisioning runs between AD and Outlook Live, resetting passwords in case of issues, etc. These
are discussed in detail in the following sections, but it is important to note that they are delivered in
more of a ‘task-based’ layout and not grouped in these three areas specifically.

Important Note: Active Directory / OLPS are authoritative for mail objects that have synced to the cloud.
This means that if, for instance, a Distribution Group is created in ADUC and provisioned to Outlook Live
a change to that DG (such as name change or membership modification) done in the Exchange Control
Panel in OWA would be overwritten by AD the next time that attribute for the DG is synced to Outlook
Live. So make sure that objects created in ADUC are managed in ADUC and those created using the
Exchange Control Panel should be managed using the Exchange Control Panel. Also note that mailboxes
or Distribution Groups created using the Exchange Control Panel in OWA will not be synchronized to AD.

Active Directory objects (users, groups, etc) can be created using the Active Directory Users and
Computers Management Console. This is an excellent method for most management tasks. OU
placement can impact how objects are provisioned in Outlook Live for mailbox access. Example: If users
are created under the Leadership or Staff top-level OUs (or their sub-OUs other than ‘_Groups’) these
objects will be provisioned for mailbox access in Outlook Live. They will be placed in the Staff Tenant,
meaning they will be a visible member of a single, statewide shared Global Address List. Distribution
Group management, on the other hand, can be handled differently than other objects. This is described
in following sections.
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Very Important Note: When a new user object is created, by any technical means, that object must
initially be provisioned through the OLPS system and THEN the password must be changed/reset in AD to
allow the password to be synced to Outlook Live. Districts should delay giving the user their credentials
up to 2 hours as it could take that long for OLPS to write the SMTP address to the AD UPN for the user,
thus allowing them to know their SMITP address and possibly what to login as. When the ‘E-mail’
attribute is populated on the General tab for a user in ADUC the object has been provisioned and it is
safe to give the user their login credentials and have them change their password

District administrators can do one of two procedures as it pertains to the initial password sync:

1. Create account, set a temporary password and set to force the user to change the password
on next login. This can be done through ADUC or by setting the Active Directory pwdLastSet
attribute to O (zero) on the user(s). There must be at least a 2 hour delay between creation
and password set to allow the object to be provisioned. This ‘delay’ is also needed to allow
OLPS to write the SMITP Address back to the UPN value of the user. This allows the user to
login to the workstation/domain with their SMTP Address.

2. Create accounts with the desired password, and then from KETS Control Panel set the
password in Outlook Live to match the Active Directory password. This can be done by an
admin. If the user ever changes their AD password in the future PCNS will pass the change to
Outlook Live.

Other means exist for administering objects in AD, such as CSVDE, LDIFDE, DSADD/DSMOD, PowerShell
as well as other scripting mechanisms and third-party applications. District administrators should
reference resources on the internet as well as other publications to assist with these technologies.
Administrators should understand and possibly utilize the KETS Active Directory attributes discussed in
section KETS Specific Attributes and Active Directory Attribute Flow.

Online Provisioning System (OLPS) will provision these newly create objects in AD into Outlook Live. It is
configured to run every 15 minutes for Staff mailboxes. This means that, by default, it can take up to 1
hour (with replication latency, etc) before a Staff user’s mailbox is created in Outlook Live (6 hours for
Students). This also applies to any modification of users between AD and Outlook Live (attribute
changes, etc).

Note: User deletions are only provisioned once each night. Group creations and modifications
(membership in AD, etc) would also take overnight before the change is made in Outlook Live. Group and
Contact deletions are once per week.

A member of DIST Support Admins can disable the scheduled run of provisioning through the KETS
Control Panel (https://live.kyschools.us/admin). This might be useful if districts are going to perform a
bulk amount of changes in Active Directory (like create student accounts at the beginning of the school
year). Districts may want to turn off the scheduled run, make all of the creations/modifications, and
when all changes are complete turn on provisioning.

Mass user creations/modifications should be performed at the end of the day, preferably not on
Mondays. This is stated because Mondays will be popular across the state for password changes as folks
an entire district could be forced to all change their passwords in the mornings. These tasks being
performed by the OLPS system would compete with a district trying to create possibly 1,000 or more
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user objects. Creating or modifying many objects at once is best to do off-hours, or at least toward the

end of a day.

It’s important to note that the DIST Staff or Student Deleted Mailbox and DIST Staff or Student Locked
Mailbox groups within Active Directory Users and Computers are NOT used for disabling mailbox
provisioning. These groups are legacy Exchange 2003 groups and have been left in case the district
chose to utilize these Security Groups for other purposes. The proper steps to set or restrict mail access
are outlined below.

There are three ways that a user/group/contact object can be created or assigned so that OLPS will
provision it properly in Outlook Live.

1 - Place AD objects in the proper Organization Unit.

Any user created in the Leadership or Staff top-level OUs (or sub-OUs other than
_Groups) will be assigned a KETS User Type of ‘Staff’ and placed in the Staff Tenant (GAL)
in Outlook Live.

Users placed in the Student top-level OU (or sub-OUs other than _Groups) will be
assigned a KETS User Type of ‘Student’ and placed in the Student Tenant (GAL).

IMPORTANT NOTE: If a user is created in AD in one top-level OU (ex. Student) and then
moved to another top-level OU (ex. Staff) OLPS will not recognize this occurrence. The
KETS User Type on the ‘KETS EDU’ tab would need to be manually modified to the proper
designation (Staff, Student or Resource). This would result in a new Live ID and mailbox
for that user as they would be ‘moving’ to a different ‘Tenant’.

2 — Assign values to the attributes on the KETS EDU tab in ADUC*. The first two attributes
(District Code and System ID) are reserved by the system.

Location Code — Value that can be up to 255 characters at the discretion of the district.
This attribute is not used by the system. It exists for the district to standardize if they so
choose.
User ID — Reserved by the system. Will possibly be used in the future. We have enabled
itin ADUC so it will be available if implemented. Leave blank for now.
Edu Plan —
o Leaving this field as (default) will result in a mailbox being created in
Outlook Live. This is the default setting and does not need to be
stamped on every user account.
o A choice of NoMail will result in an account that is not synchronized
with Outlook Live, but it will provision the SMTP to be written back to
AD, allowing for login with the SMTP Address (UPN).

Important Note: If a mailbox has been previously provisioned for the
user, changing the selection to NoMail will result in the mailbox in
Outlook Live being purged upon the next run of OLPS provisioning. The
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operation bypasses the Tombstones! Please use this setting with
caution. A choice of NoMail will result in one of two things:

= |f no mailbox currently exists for the user OLPS will not create a
mailbox.
= If a mailbox currently exists for the user OLPS would purge the
mailbox, bypassing the tombstones.
Edu Disabled - A choice of Disabled (checked) will result in the mailbox in Outlook Live
being disabled upon the next run of OLPS provisioning (up to 1 hour). This option
prevents end-user access to their mailbox, but preserves mail-flow into the mailbox and
does NOT disable the AD object. Also, if the user object itself is disabled in ADUC the
mailbox will also be disabled.
Edu Hidden - A choice of Hidden (checked) would result in the mailbox in Outlook Live
being hidden from the GAL. For Students this will be set automatically in OLPS. You
should disregard this attribute for Students.
User Type — The user type is automatically calculated by OLPS based on the user
account positioning in the containers. You will not need to stamp this attribute unless
you plan to override the default. For example, a user account in either the Leadership
or Staff containers will be assigned a value of Staff for this attribute. Similarly, a user
account in the Students container will be assigned a value of Student for this attribute.
Thus, the intention of this attribute is to view the assigned value as opposed to altering
it. In some cases you may choose to if user accounts are placed in different containers,
but do so with caution.
o A choice of Staff would result in the mailbox being created in the Staff
Tenant (GAL) if Edu Plan is ‘blank’.
o A choice of Student would result in the mailbox being created in the
Student Tenant (GAL) if Edu Plan is ‘blank’
o A choice of Resource would prompt OLPS to take no action
Note: This can be useful for accounts like ‘Labl’ etc where
computers in a student lab are logged into AD as a resource
account, but students need to access OWA. If the ‘Lab1’ AD user
object has a mailbox, OWA through SSO will log the mailbox
‘Lab1’ into mail instead of prompting for the student credentials.
In this example, the district would want to either place the
‘Labl’ type accounts into the _Groups OU or chose ‘Resource’
for User Type.
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jlogan Properties l B |

Published Certficates | MemberOf | Password Replication |  Object
Security I Environmerit I Sessions
Remote control I Remote Desktop Services Profile I Personal Virual Desktop
General I Address I Account I Profile I Telephones I Organization
COMs | UNIXAtiibutes | Attribute Editor | KETS Custom | KETS EDU

KETS Attributes

District Code: |339

System 1D: |84?ch1 Scle7-4bb6-b2a3-4aff825e621

Location Code: ||

UserID:|

User Type: |Staﬂ j
Edu Plan: |[Defau|t} j
Mailbox Options
[ Disabled
[~ Hidden
OK ] [ Cancel Ppply Help

3 — Assign values to the attributes of objects through programmatic means (LDIFDE, PowerShell,
etc) against Active Directory. The attribute names and descriptions are outlined in the section entitled
‘KETS Specific Attributes and Active Directory Attribute Flows’.

Special Note: If a value of ‘NoMail’ is set for EDU Plan for a given user (or users) and the desire is enable
a mailbox you would select ‘(Default)’ in ADUC. If you are using script to modify numbers of users (ex.
Students are set to ‘NoMail’ at beginning of summer to delete their mailbox, then before schools starts
the desire is to recreate new mailboxes) you can set the attribute ‘ketsEDUPlan’ to ‘MailOnly’, or simply
delete the value which will set to (Default).

Mail objects can also be created in Outlook Live directly through the Exchange Control Panel or Remote
PowerShell, but these will bypass the special provisioning/tagging that is built into OLPS, as the accounts
would not exist in Active Directory. As long as there is no need to have a corresponding Active Directory
user account for the desired mailbox (Conference Room, for instance) creating the mailbox with
Exchange Control Panel is fine.

* The installer for ADUC to show these additional tabs can be found at
http://education.ky.gov/districts/tech/tss/Pages/default.aspx > then select (KETS Email Services) and
(Install Files).

Note: The 32-bit version (KETSEdu_ADUC_32bit.msi) is for any 32-bit OS. The 64-bit version
(KETSEdu_ADUC 64bit.msi) works for Windows Server 2008 64-bit and Windows 7 64-bit. 64-bit
operating systems other than those specified will not show the ‘Attribute Editor’ tab. The ‘Attribute
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Editor’ tab (available with the Microsoft Remote Server Administration Tools (RSAT)) is to be used to
read/modify the extensionAttibutes (aka Custom Attributes). These are attributes that were part of the
legacy Exchange 2003 system which some districts chose to utilize. PLEASE be cautious while in Attribute
Editor as IT Admins have the permission to modify many of the Active Directory attributes while in this
tab, which could cause ill effect. It’s also important to note that districts have 15 additional attributes
(ketsCustom1 — ketsCustom15) that can be used as the district sees fit. These are explained later in the
sections entitled ‘KETS Specific Attributes and Active Directory Attribute Flows’.

Important Note: If you have installed the above stated apps and still do not see the Attribute Editor tab
you should create a shortcut on your desktop with the following:

%SystemRoot%\System32\mmc.exe -32 %SystemRoot%\system32\dsa.msc

The -32 switch should display the Attribute Editor tab

When deleting Active Directory user object that have a corresponding Windows Live ID and mailbox, one
should think about the desired outcome of access to mail for the given user. If a user object is deleted in
ADUC, the corresponding mailbox would still receive mail until the tombstone days have expired, at
which time the mailbox and Windows Live ID will be deleted. This is the case for Staff and Students.
Staff, by default, do not have access to their mailbox after the AD object is deleted, but the mailbox will
still show in the Global Address List and receive mail. Students have access to open their mailboxes,
again by default, after AD user object deletions until the tombstone days expire (90 days by default).
Districts can modify these settings on the ‘District Config’ section of the KETS Control Panel logged in as
a member of DIST Support Admins.

Districts may choose to set the user object to ‘Hidden’ on either the AD object on the KETS EDU tab
before deletion, or through PowerShell. An example of this is shown later in this document under
‘PowerShell — Examples — Hide Mailbox’.

A district could also choose to set ‘NoMail’ on the KETS EDU tab of the user, wait for that to provision
through the system, and then delete the AD user object. Note that setting ‘NoMail’ will immediately
delete the mailbox.

It is important to know that if a district chooses to recreate user objects (ex. Delete all student AD
objects at end of school year and recreate all before school starts) the old/original e-mail address would
need to be populated upon recreation for the AD objects to ‘join’ to the Windows Live IDs. If this is not
done the provisioning system will create new Windows Live IDs for all students, appending a numerator
at the end of the prefix.

As an example of we have a student AD object 12bobby whose SMTP is
12bobby@providence.kyschools.us . If we delete his AD user object we have, by default, 90 days of
tombstone time before the Windows Live ID and corresponding mailbox is purged. During this time we
can create a new AD object for 12bobby, but to join this new AD object with the Windows Live
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ID/mailbox that’s tombstoned we would have to specify the e-mail address
12bobby@providence.kyschools.us to force the provisioning system (OLPS) to join this AD object to the
tombstoned mailbox. If the E-mail attribute is not specified OLPS will simply look for the next available
SMTP address, create a new Windows Live ID and mailbox (ex. 12bobby2 @providence.kyschools.us).

If a new user object is created in Active Directory, when a previous user object existed with the same
first and last name, OLPS will stamp an incremented SMTP address on the new object.

For example, a staff member named Frank Ferrana leaves the district and his AD user object is deleted.
His SMTP address frank.ferrana@providence.kyschools.us is stored in OLPS forever. Later, a new staff
member with the same name is hired, and has an AD user object created. He will be stamped with an
SMTP address of frank.ferrana2 @providence.kyschools.us. This can be prevented by using the following
method.

Method: New user starts today named Frank Ferrana. Go to KETS Control Panel and search for
frank.ferrana@providence.kyschools.us.

Select Process: Scheduler Catalog Y| Registry | pawershell
Reset Select Type: System ¥ Errors ¥| Warnings | Info

Filter District: | (ALL SITES) [+] Filter Date:
Filter Subject: Filter Content: frank ferrana@providence kyschools.us
PR [ ey pren u
8/2Bf2010 6:57:23 PM 953  OLPSPowerShel Info d 4c-4248: dedde .. [Mailbox deleted and WLID evicted for frank ferrana@providence.kyschools.us
§/26/2010 11:43:96 PM 935 OLPSPowerShel Info 3 . DistributionGroup ‘staff@providence kyschoots.us’ member delete for “frank. femrana@iprovidence kyschools.us’ completed.

If you see that he had existed, and mailbox and Live ID have been evicted (deleted in the screenshot above) you
could create the new user in AD and then immediately set the ‘Email Address’ on the General tab in ADUC with
frank.ferrana@providence.kyschools.us. The provisioning system will create a new Live ID and SMTP address
that is not incremented. If the search for frank.ferrana@providence.kyschools.us shows no entries in the Logs
the district could simply create the user in AD, and allow OLPS to provision the user object.

If having an incremented SMTP address is not a concern, the Active Directory user object can be created
as usual, with no extra steps required.

Distribution Group administration in Outlook Live is handled differently than management of user
objects. It is suggested to do all Distribution Group administration through the Exchange Control Panel
(accessible from www.outlook.com > Options). You must be logged in as either
DLAdmin@district.kyschools.us or DLAdmin@stu.district.kyschools.us, where district is your district’s
SMTP suffix name. Districts do have the ability to create groups in Active Directory, which would
provision through OLPS to Outlook Live. However there are certain tasks that can only be performed for
DGs in Exchange Control Panel (such as setting ownership, permissions, etc).

Note: Groups created in Active Directory must be set as ‘Universal’ Groups if they are to be provisioned
to Outlook Live. This is because the group membership for Universal Groups is replicated throughout AD
so that OLPS can pick them up to provision.
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The different scenarios of Distribution Group management are outlined in the following sections. Also,
if the desire is to allow staff in a district to manage Distribution Groups (such as adding membership)
this group must be created in the Exchange Control Panel.

Note: If a DG is created in AD and membership is modified in Outlook Live the membership will be
overwritten by AD the next time the group is modified in AD. This is why it is suggested to use Exchange
Control Panel to create and manage groups whenever possible.

If a district chooses to have an Active Directory Security Group that also has a corresponding
Distribution Group you should create the Security Groups in Active Directory Users and Computers
(ADUC) as a ‘Universal’ Group and then enter an e-mail address for the group in the ‘E-mail’ field on the
General tab. This will trigger OLPS to create a Distribution Group in Outlook Live for the group. Groups
in Active Directory which require an Outlook Live Distribution Group must NOT exist in any _Groups
OUs. OLPS does not look at objects in these OUs. Ownership or permissioning of who can send to the
group, however, will not be synchronized to Outlook Live. Those settings must be set in Exchange
Control Panel. Distribution Groups in AD must also have the E-mail address populated in AD. It is
suggested to create Distribution Group in Exchange Control Panel instead of ADUC.

DLAdmin@district.kyschools.us and DLAdmin@stu.district.kyschools.us are automatically set as ‘Owner’
of any Distribution Group that’s created in Outlook Live. The DLAdmin will need to add additional users
as ‘Owner’ if that’s desired. Owner’s can perform tasks such as Enable Message Approval, Change
Group Properties in Exchange Control Panel, use Remote PowerShell to manage groups, set who can
send to the group, etc. Steps required to perform these tasks as well as others can be found by
searching http://help.outlook.com.

Note: Distribution Groups or Contacts do NOT flow to the Student Outlook Live Tenant from AD.
Distribution Groups and Contacts have to be created with ECP or PowerShell in the Student Tenant.
Remember that Students currently do not see objects in their Global Address List.

There are certain ‘Statewide Shared’ Distribution Groups that districts should continue to maintain
membership of, such as ‘Allen Co Teachers’ or ‘Pineville Ind Principals’. These Distribution Groups are
nested under top-level DGs such as ‘All State Teachers’, which are used for mass mailings by selected
individuals (Commissioner of KDE, etc). Districts can look at the ‘Member of’ tab on these suspected
DGs to see the nesting if there are question.

Important Note: A single Outlook Live mailbox can only send to 3,000 individual recipients per day.
However, Distribution Groups only count as one recipient. If a district has users, say a superintendent or
principal, that need to send ‘bulk’ e-mails they should utilize Distribution Groups. Make sure that these
DGs are limited as to who has permissions to send to them. ALSO, any time a user sends to large
numbers of recipients they should adopt adding that Distribution Group/recipients to the ‘BBC’ field in
the new mail form instead of the’ To’ field. The sender should add themselves to the ‘To’ field. This is
reiterated again later in this document, but it warrants repeating as using this mechanism restricts
recipients from clicking ‘Reply All’ as the BBC field is not used on a ‘Reply All’.

3.1.5.1  Staff - Distribution Group Administration

For Staff it is recommended to create Distribution Groups in Exchange Control Panel
(https://outlook.com/ecp or OWA > Options). As stated previously districts could create groups in
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Active Directory if desired but certain aspects of management would have to be performed in the
Exchange Control Panel. The IT Admin would need to login as DLAdmin@district.kyschools.us, where
district is the district’s SMTP domain suffix name.

www.outlook.com should be utilized for any ‘administrative’ tasks that need to be performed in the
Exchange Control Panel instead of using mail.kyschools.us. The reason for this is mail.kyschools.us will
use the Active Directory credentials of the user logged in to the workstation. For using accounts such as
DLAdmIin@..., OutlookAdmin@... Etc, you will need to login to www.outlook.com as the Windows Live ID
of those users, as they do not exist in Active Directory.

Note: A Security Group requiring an equivalent Distribution Group which is created in Active Directory
Users and Computers, OR a Distribution Group created in AD, will need to have the ‘E-mail’ field on the
General tab populated with the desired SMTP address for OLPS to provision the group as a Distribution
Group in Outlook Live. These groups can NOT exist in any OU named *_Groups’ as these are ignored by
OLPS. This e-mail address must be accurate as far as the suffix (ex. ...@adair.kyschools.us) to be created
properly.

Distribution Groups are visible to all staff in the state and are, by default, open for any staff in the state
to send to. The corresponding DLAdmin account is set as ‘Owner’ of each district’s Distribution Group.
Certain tasks like modifying ownership, restricting who can send to the Distribution Group, etc. are
performed through the Exchange Control Panel (either through Outlook Web App logged in as the
DLAdmin account or through https://outlook.com/ecp).

Login to outlook.com, click on ‘Options’ to the top right

Microsoft®

Outlook Live

Outlook Live sign in

Windows Live ID:

dladmin@adair.kyschools.us

Password:

Forgot your password?

Remember me (7)

Remember my password (7]

©2010 Microsoft Corporation | Privacy Use enhanced security [S5L) | Help Central | Feedback
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f_iﬁlook‘Web App

Account
Organize E-Mail
Groups
Settings

Phone

Block or Allow

@

Public Groups

providence DL Administrator
Sign out

MyMal @ -

A public group is a collection of two or more people in an organization's shared address book, You can create groups, which will appear in the address book for others to use. Group owners can restrict membership. You can
also join or leave an existing group.

Public Groups I Belong To

58 noin... &g Leave

Display Name
Providence All EL Prin
Providence All EL Teachers
Providence All HS Prin
Providence All HS Teachers
Pravidence All MS Prin
Providence All MS Teachers

Providence Coaches

Details | &
)

E-Mail Address

allprovelemprin@providence. kyschoals.us
allprovelteachers@providence kyschools.us
allprovhsprin@providence kyschools.us
allprovhsteachers @providence. kyschools.us
allprovmsprin @providence kyschools.us
allprovmsteachers @providence kyschools.us

provcoaches @providence kyschools.us

Public Groups T Own
& vew... Deis | X | &
2
Display Name + | E-Mail Address
Broadway Faculty & Staff broadwayfs@providence. kyschools.us -
My Friends myfriends @providence. kyschools.us

PHS Faculty & Staff
Providence All EL Prin
Providence All EL Teachers
Providence All HS Prin
Providence All HS Teachers
Providence All MS Prin
Providence All MS Teachers

Providence Coaches

phsfs@providence kyschaols.us
allprovelemprin @pravidence kyschools.us
allprovelteachers@providence.kyschodls.us
dllprovhsprin@pravidence kyschools.us
dllprovhsteachers @providence kyschools.us
dllprovmsprin@providence. kyschools.us
dllprovmsteachers @providence kyschools.us

provcoaches @providence. kyschools.us

You will notice that the window on the right says “Public Groups | Own”. As DLAdmin for each district is

set to Owner of all district DGs you will have the ability to manage them here.

Providence All EL Prin
Required fields
General

* Display name:
Providence All EL Prin
* Alias:
allprovelemprin

Description:

All Providence Elementary Principals

Ownership
*0wners:
=P Add...

.@ DLAdmin@providence. kyschools.us

== Remaove

Membership
Members:
o Add...

@ DLAdmin@providence. kyschools.us

== Remove

»

»
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Membership Approval 3
Choose whether owner approval is required to join the group.
(@) Open: Anyone can join this group without being
approved by the group owners,
() Closed: Members can be added only by the group
owners. All requests to join will be rejected
automatically.
(7) Owner Approval: All requests are approved or
rejected by the group owners.
Choose whether the group is open to leave.
(@ Open: Anyone can leave this group without being
approved by the group owners,
() Closed: Members can be removed only by the group
owners. All requests to leave will be rejected
automatically.
Delivery Management 3

Select the sender scope for the group.

(@) Restricted: Allow only senders in your organization to
=end messages to this group.

() Mo restrictions: Allow anyone to send messages to
this group.

List the senders who are allowed to send messages to this
group.

=0 Add...

Providence All HS Prin

Message Approval 3
Message approval

Messages sent to this group have to be approved by a vy
moderator If message approval is

enabled, incoming

Group moderators: messages wil be
reviewed by the

P Add... moderators before
- - . delivery. Moderators can
If you don't select a moderator, the group owner will review and approve or reject

incoming messages.

Learn More

4 3

Senders who don't require message approval:

P Add...

‘fou can select senders who can send messages to the group wit

4 4

Select moderation notifications:

(@) Motify all senders when their messages aren't
approved.

~) Motify senders in your organization only when their
messages aren't approved.

(7) Don't notify anyone when a message isn't approved.

»

E-Mail Options

The group can receive messages sent to the following
addresses,

KETS - District Operations Guide for Active Directory and Messaging Services

Page 49



A couple of interesting features to point out are Message Approval and the ability for users to add
themselves as members to DGs. Notice above that if the DG is set for ‘Message Approval’ you can
specify the moderator, who would have all messages sent to the DG first sent to them for approval or
rejection. You can also select users who would not have their messages ‘moderated’.

Another extremely valuable feature which exists in Outlook Live for Distribution Group which was not
available in previous versions of the KETS Exchange System is the ability to create DGs which are
‘Opened’ or ‘Owner Approved’. This means that a group can be set any of three ways for membership.

1. Closed: Member can only be added by an Owner of the group

2. Open: Any user can add themselves to the group

3. Owner Approval: Requests to be added are sent to group Owners. First Owner to
approve or deny wins.

Important Note: Groups that are created in Active Directory (DGs or SGs) are created in Outlook Live as
‘Closed’. Those created using Exchange Control Panel are set to ‘Open’ as default, meaning any users
can add themselves to the group.

Page 50
KETS - District Operations Guide for Active Directory and Messaging Services



New Group d

*Required fields

»

General

* Display name:

= Alias:

Description:

»

Ownership
* Owners:
lﬁ'} Add... | == Remaove

= pLAdmin@providence. kyschools.us

<

Membership

»

Membership Approval

Choose whether owner approval is required to join the group.

(@ Open: Anyone can join this group without being
approved by the group owners,
") Closed: Members can be added only by the group

owners, All reguests to join will be rejected
automatically.

(") Owner Approval: All requests are approved or
rejected by the group owners,

Note: If the DLAdmin account password needs to be reset, contact the KETS Service Desk.

3.1.5.1.1 How Users Join Groups that are ‘Open’ or ‘Owner Approval’
The purpose of this guide is not to define end-user processes to perform every task, but as this
particular discussion is a ‘new’ technology, a screen shot was thought helpful. There is no support from
an Outlook client for a user to add (or request add) themselves to a group, this can only be done using
OWA.

From OWA, a user would select ‘Options’ from the top right of the screen which would result in the
screen below which is in the background. They would then select ‘Groups’ as shown below. Notice just
to the left of the ‘active’ window it shows Public Groups | Belong To which has a Join... button below it.
The Join... button is what they would want to click on to open the active window you see below, but the
confusing part it that the button has nothing to do with the Public Groups | Belong To area in which it
resides. Obviously a user wouldn’t need to join a group they already belong to, which is what this
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window appears to show. Users would, however, user the Leave button (shown as inactive below) if
they wanted to leave the membership of a DL. They would select the DG they want and click Leave.

amlook'Web App

Account I@

Organize E-Mail Public Groups
Groups
Settings . . . . L
A public group is a collection of two or more people in an organization's shared address book. You can cr
Phone use. Group owners can restrict membership. You can also join or leave an existing group.
Block or Allow Public Groups I Belong To Public Grou
.gg Join... <:=@, Leave El Details Q & New...
Search groups o Search group:
Display Name + | E-Mail Address Display Nam
Providence All EL Prin allprovelemprin @providence. kyschools.us .
Providence All
Providence All EL Teachers allprovelteachers @providence. kyschools.us
Providence All
Providence All HS Prin allprovhsprin@providence. kyschools.us
Providence ALL
Providence AllHS Teachers allprovhsteachers @providence. kyschools.us
Providence Coi
Providence All MS Prin allprovmsprin@providence. kyschools.us
Providence Ext
Providence All M5 Teachers allprovmsteachers @providence. kyschools.us
Providence Fac
Providence Coaches provcoaches @providence kyschools.us

Providence Inc

3.1.5.2 KETS State-wide Shared Distribution Group Permissioning

The following Distribution Groups are sponsored by KDE and School Districts and are to be provisioned
properly to allow for certain individuals (KDE Commissioner, etc) to send to the members. Membership
is to be properly maintained by the district. District have the flexibility to add additional permission if
they so choose.

To assign access rights to each distribution list, go to the Options link inside OWA (with the DLAdmin
account), go to “Groups” and “Public Groups | Own” and follow the steps outlined below.

Note: If no one is listed in Delivery Management, everyone can send to the group; if there is a user or
group listed in the Delivery Management only the members (not nested members) can send in to the
group. (see screen shot below)

¢ For All District Name Supt: Click on “Delivery Management” and add “All State Supt” and “Admin
SDL” as well any additional user or group in your district that should send; Click Save.

e For All District Name Prin: Click on “Delivery Management” and add “All State Prin” and “Admin
PDL” as well any additional user or group in your district that should send. Example: “All Adair
Principals” or “Doe, Joe”;  Click Save.

e  For All District Name EL Prin: Click on “Delivery Management” and add “All State Prin” and “Admin
EPDL” as well any additional user or group in your district that should send. Example: “All Adair El
Principals” or “Doe, Joe”; Click Save.

e For All District Name MS Prin: Click on “Delivery Management” and add “All State Prin” and
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“Admin MPDL” as well any additional user or group in your district that should send. Example: “All
Adair MS Principals” or “Doe, Joe”; Click Save.

e For All District Name HS Prin: Click on “Delivery Management” and add “All State Prin” and “Admin
HPDL” as well any additional user or group in your district that should send. Example: “All Adair HS
Principals” or “Doe, Joe”;  Click Save.

e For All District Name Teachers: Click on “Delivery Management” and add “All State Teachers” and
“Admin TDL” as well any additional user or group in your district that should send. Example: “All
Adair Teachers” or “Doe, Joe”; Click Save.

e For All District Name EL Teachers: Click on “Delivery Management” and add “All State Teachers”
and “Admin ETDL” as well any additional user or group in your district that should send. Example:
“All Adair EL Teachers” or “Doe, Joe”; Click Save.

e For All District Name MS Teachers: Click on “Delivery Management” and add “All State Teachers”
and “Admin MTDL” as well any additional user or group in your district that should send. Example:
“All Adair MS Teachers” or “Doe, Joe”; Click Save.

e For All District Name HS Teachers: Click on “Delivery Management” and add “All State Teachers”
and “Admin HTDL” as well any additional user or group in your district that should send. Example:
“All Adair HS Teachers” or “Doe, Joe”; Click Save.

”

¢  For All District Name IT Teachers (for District Itinerant teachers): Click on “Delivery Management
and add “All State Teachers” and “Admin ITDL” as well any additional user or group in your district
that should send. Example: “All Adair IT Teachers” or “Doe, Joe”; Click Save.

Special Note: In the examples above “All State Teachers” is not a group, it is actually a mailbox. Thus it
does not contain actual users and should NOT be treated, as normal security groups would be.
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Harrison Co Teachers @

*Required fields

»

General

* Display name:

Harrison Co Teachers

* E-mail address:

ahct @ | harrison.kyschools,us 4]
Description:

Ownership ¥
Membership v
Membership Approval ¥
Delivery Management S

By default, only senders inside your organization can send messages to this group. To allow someone
outside your organization to send to the group, contact your helpdesk. To restrict the senders inside
your organization who can send to the group, add users or groups to the list below. If you do this, mail
sent by anyone else will be rejected.

~_"~ Add... &= Remove

&5 Admin TDL

=) All State Teachers

[ﬁ‘) Harrison Co Board Members

@5 Harrison Co Personnel

Message Approval ¥
E-Mail Options ¥
MailTip ¥

J/ Save X Cancel

3.1.5.3 Renaming a Security or Distribution Group in Active Directory

If a Security or Distribution Group is being managed from Active Directory and the desire is to rename
the group; highlight the group in ADUC > hit F2 > and type desired name. This change will not change
the SMTP address of the group.

3.1.5.4 User Created Shared Distribution Groups

End users have the ability to create Staff Distribution Groups, which would be seen by all staff members
in the state. This is a new feature that has not been available in previous versions of the KETS Exchange
System. As stated in the section entitled Naming of Object and GAL Visibility it’s important that end
users understand good naming standards. From OWA, a user would select ‘Options’ from the top right
of the screen which would result in the screen below which is in the background. They would then
select ‘Groups’ as shown below. They would then select New from the right pane which would result in
the active window you see below. Note: Students cannot create publicly shared DGs.
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Important Note: When a Staff user creates a Distribution Group a message is sent to members of the
Notifications@district.kyschools.us DG. This gives districts the ability to act upon these groups if they

feel the need, either to delete user created groups, verify naming standardization, etc

ﬁmlook'Web App

Account
Organize E-Mail
Groups
Settings

Phone

Block or Allow

&

Public Groups

A public group is a collection of two
also join o leave an existing group.

Public Groups I Belong To

38 oin...

Display Name

& New Group - Microsoft Intemet Explorer provided by KY Dept. of Educa... [ = [1=) [

[ 5k hetps.//pod51004.outlook.com/ecp/ UsersGroups/NewDistributionGroup.sspxiRetur0. & |

New Group @
*Required fields

General S

= Display name: Error

*E-mail address:

This field is required.

Learn More
@  staff.kyschools.us -

Description:

Ownership

»

*Owners:
=P Add...

£ adair DL Administrator

Remave

Membership ¥

Membership Approval ¥

adair DL Administrator
Sign cut

MyMal @

baok for others to use. Group owners can restrict membership. You can

Q

+ | E-Mail Address

There are na items to show in this view.
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3.1.5.5  Student - Distribution Group Administration

Districts have the ability to create Distribution Groups in the Student Tenant (GAL) through use of the
DLAdmin@stu.district.kyschools.us account. These DGs can be set as visible in the GAL (default) or
hidden. Districts may choose to create hidden DGs so students would not see these in their GAL, but
allow staff members to send to the SMTP address of the DG (or a contact created in the Staff Tenant).
The DG could be moderated or locked-down as to who could send.

Note: It’s important to reiterate that a DG, by default, is set as ‘visible’ in the Student GAL. This is
important to understand as any student in any district would, by default, have the ability to see and send
to this DG.

Student DGs cannot be created using ADUC. Groups or DGs created in ADUC are not synced to the
Student Tenant so they must be created/managed by the Exchange Control Panel or Remote
PowerShell. Use the information provided in the Staff — Distribution Group Administration section for
using the Exchange Control Panel above to create/manage the DGs in the Student Tenant.

3.1.5.6 everyoneDL Distribution Group

A Dynamic Distribution Group exists for both the Staff and Students for each district. Since these are
Dynamic DGs they will automatically add membership for any users that are created, so no one has to
manually add membership to these groups. These are hidden DGs, meaning they will not show in the
Global Address List. Users within a district can send to these by typing the SMTP address of the DGs
(everoneDL@district.kyschools.us to send to all Staff in a district or
everyoneDL@stu.district.kyschools.us to send to all students in a district). A contact could be created in
the Staff GAL which would point to the student’s EveryoneDL if desired.

There is a ‘moderator’ set on each of these distribution groups, meaning that any message which is sent
to the SMTP address of the DG would first be sent to a ‘moderator’. This person would have to ‘allow’
or ‘reject’ any message send to either of these groups. You can also select specific users whose
messages do not have to go through a moderator. The account that is set as the moderator is
DLAdmin@district.kyschools.us for the Staff DG and DLAdmin@stu.district.kyschools.us for the Student
DG (ex. DLAdmin@stu.woodford.kyschools.us). A designated person in the district would need to
either login to OWA/Outlook using this account to check for moderated messages sent to the DG, or
setup an Inbox Rule to forward the mail to another mailbox. If ‘forwarding” was set in the DLAdmin
mailbox, the mailbox forwarded to would get the message, but they would have to in turn log in to the
DLAdmin account to approve of the message and allow sending.

Note: The DLAdmin account also has permissions to create/administer additional DGs in the Student
Tenant if desired.

To access the group modification area in OWA log in using https://outlook.com. Choose ‘Options’ to
reveal the menus shown below.
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https://outlook.com/

Eiﬁ'look‘WebApp adair DL Administrator

Sign out

My Mail @

Account |@

Organize E-4Mail Public Groups
Groups
Settings .
A public group is a collection of two or more people in an organization's shared address book. You can areate groups, which will appear in the address book for others to use. Group owners can restrict membership. You can
Phone also join or leave an existing group.

Block or Allow

Public Groups I Belong To Public Groups T Own
3 Join... [} & rew... o
Search groups P Search groups »
Display Name -+ | E-Mail Address Display Name -+ | E-Mail Address
There are no items to show in this view. There are no items to show in this view.
0 selected of O total 0 selected of 0 total

3.1.5.7 Dynamic Distribution Groups

Outlook Live supports a special kind of distribution group called a Dynamic Distribution Group. District
IT Administrators have the ability to create Dynamic Distribution Groups (DDGs) for either Staff or
Students. Unlike the static membership list of a regular distribution group, also known as a public group,
the membership list for a dynamic distribution group is calculated every time a message is sent to the
group. This calculation is based on filters and conditions you define when you create the group. When
an e-mail message is sent to a dynamic distribution group, it is delivered to all recipients in the
organization that match the filters and conditions you defined. This can be triggered off of a number of
attributes of user objects.

Only the respective OutlookAdmin account has access to create DDGs. Dynamic Distribution Groups can
only be created using Windows PowerShell and a proper email address must be specified upon creation.

For reference when creating a new DDG, see the PowerShell Examples section.

For more information on how to create DDGs please search http://www.help.outlook.com for ‘Dynamic
Distribution Groups'.
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aﬁ%IOOI(WEb App Service Status | Team Blog | Forums

dynamic distribution groups Pl

Dynamic Distribution Groups -

Cutlook Web App ¥
Create Dynamic Distribution Groups Using

Customized Filters

Create Dynamic Distribution Groups Using

Precanned Filters
Topic Last Modified: 2009-09-22
View, Delete, and Modify Dynamic Distribution

Groups
S E-Mail %1‘: Additional Parameters You Can Use with Dynamic
Use your e-mail account — Distribution Groups -
from any Web browser. program to Use With your

account. Go to the E-Mail
Setup Help Wizard page.

”:ﬁ Calendar and e Mobile Phones
Reminders ~'  Setup your mobile phone
Schedule meetings and to access your e-mail,
appointments on your calendar, and contacts. Go
calendar. to the Mobile Phone Self

Help page.

3.1.5.8 Sending to Large Groups

Large Distribution Groups (those with membership larger than 500) or Dynamic Distribution Groups
should be set with Moderation (http://help.outlook.com/en-us/140/cc498696.aspx?sl=1). Also when
sending to large Distribution Groups users should always send to the group using the BCC (Blind Carbon
Copy) option on the New Mail form. This would normally be district administrative staff that should have
access to send to larger groups (membership of 500 or more). A good practice is to choose themselves in
the To: field or another predefined mailbox for this purpose. By sending to the BCC you take away the
potential for recipients of a message to a large group to hit ‘Reply All’, as objects on the BCC are not
included on a ‘Reply All’.

Any distribution Groups that have large membership (ex. Providence Teachers) should be moderated.
This means that any messages sent to the Distribution Group would first go to a mailbox designated to
approve messages that are sent. This limits the amount of unnecessary messages that are sent to large
numbers of recipients. This can be done from within OWA logged in as DLAdmin (or by any Owner of
that group).
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Broadway Faculty & Staff (7]
broadwayfs B providence.kyschools.us -

Description:

Ownership

<«

<

Membership

21

Membership Approval Message approval

If mezzage approval is
enabled, incoming
messages will be

<

Delivery Management

»

Message Approval

reviewed by the
moderators before
Messages sent to this group have to be approved by a ¢ delivery. Moderators can
moderator approve or reject

iNcoming messages.
Group moderators: g g

Eﬂﬂ Add... Learn More

If you don't select a moderator, the group owner will review
and approve messages.

J Save | ¥ Cancel

& Internet | Protected Mode: Off 5+ HIO0% -

3.1.5.9 Creating Contacts

Contacts can be created in ADUC for the Staff Tenant but not the Student Tenant. Contacts are only
provisioned at night from AD to Outlook Live. Create contacts in any OU under Leadership or Staff
(other than _Groups). Most districts utilize the _Exchange Resources OU under Staff for Contact
creation. You must specify the SMTP address of the contact.

3.1.6 KETS Specific Attributes and Active Directory Attribute flow

There are additional attributes that are ‘KETS specific’ attributes, some created for district use and
others utilized by OLPS for provisioning. There are three new tabs in Active Directory Users in
Computers; KETS EDU, KETS Custom and Attribute Editor. The Attribute Editor tab is part of the default
ADUC console, but is only available when viewing ‘Advanced Features’. The KETS EDU and KETS Custom
tabs are available after installing an msi which will reveal these tabs in ADUC on an administrator’s
workstation.
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* * The installer for ADUC to show these additional tabs can be found at
http://education.ky.gov/districts/tech/tss/Pages/default.aspx > then select (KETS Email Services) and
(Install Files).

Note: The 32-bit version (KETSEdu_ADUC_32bit.msi) is for any 32-bit OS. The 64-bit version
(KETSEdu_ADUC_64bit.msi) works for Windows Server 2008 64-bit and Windows 7 64-bit. 64-bit
operating systems other than those specified will not show the ‘Attribute Editor’ tab. The ‘Attribute
Editor’ tab (available with the Microsoft Remote Server Administration Tools (RSAT)) is to be used to
read/modify the extensionAttibutes (aka Custom Attributes). These are attributes that were part of the
legacy Exchange 2003 system which some districts chose to utilize. PLEASE be cautious while in Attribute
Editor as IT Admins have the permission to modify many of the Active Directory attributes while in this
tab, which could cause ill effect. It’s also important to note that districts have 15 additional attributes
(ketsCustom1 — ketsCustom15) that can be used as the district sees fit. These are explained later in the
sections entitled ‘KETS Specific Attributes and Active Directory Attribute Flows’.

Important Note: If you have installed the above stated apps and still do not see the Attribute Editor tab
you should create a shortcut on your desktop with the following:

%SystemRoot%\System32\mmc.exe -32 %SystemRoot%\system32\dsa.msc

The -32 switch should display the Attribute Editor tab

These new attributes need to be discussed as district administrators should understand what each is
used for. Administrators also can leverage these values for programming, LDAP queries, etc. against
Active Directory. These attributes are visible and modifiable on either the KETS EDU or Attribute Editor,
but it is highly recommended to use the KETS EDU tab. A description of the attributes and mappings are
provided in the following sections, though a more in-depth discussion can be found in the section
entitled Active Directory in Section 3 above
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=)

[ER=x=)

jlogan Properties - jlogan Properties -
Published Certficates | MemberOf | FPassword Replication | Object Published Cettficates | MemberOf | Password Replication |  Object
Security Environment Sessions Securty Environment Sessions

Remote control I Remote Desktop Services Profile I Personal Vitual Desktop

Remote control I Remote Desktop Services Profile I Fersonal Vitual Desktop

General I Address I Account I Profile I Telephones | QOrganization
COM+ | UNIX Attibutes | Attibute Edtor | KETS Custom | KETSEDU

General I Address I Account I Profile Telephones Organization
COM+ | UNIX Attibutes | Attribute Editor | KETS Custem | KETS EDU

— KETS Attributes — KETS Custom Aftributes
Distrct Code: |99 e |
Attr 2:
System ID: |Rd?cbc19cﬂe?—4fb6—b233rdaﬁ'829fe621 .
Location Code: Il Attr 4:
User ID:| Aitr 5
User Type: IStaﬁ ;I Aitr 6
: Attr 7
Edu Plan: I{Default} d
Attr 8:
Mailbox: Options Attr 9
[~ Disabled Aitr 10
™ Hidden Attr 11
Aitr 12
Aitr 13
Aitr 14
Aitr 15
[ 0K J [ Cancel Apply Help [ QK ] [ Cancel Apply Help
3.1.6.1.1 OLPS Provisioned Attributes (KETS EDU Tab in ADUC)

The attributes shown on the KETS EDU tab are mapped to Active Directory LDAP attributes. The
following two attributes are set by the system. They are explained here so that districts can leverage

these attributes, not to modify their values.

Note: These attributes are NOT to be populated or modified by the district. Modifying these values can

render undesirable results.

ketsDistrictCode

Purpose: Value relates to three-digit district number

Flows to extensionAttribute14 and ketsDistrictCode in Active Directory
Flows to CustomAttributel in Outlook Live

Used to set ‘Company’ attribute in Outlook Live — The district name (ex. ‘providence’) is set
in the Company field for mailboxes in Outlook Live

ketsEduSystemID

Purpose: Immutable ID created by OLPS for uniqueness, used to create Windows Live ID

Flows to Name (CN) in Outlook Live
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3.1.6.1.2 District Modified Attributes

The objects listed below are populated directly, some indirectly, by the district either by OU placement,
choices on the KETS EDU or through batch modification.

Note: Do NOT populate or modify these attributes without a complete understanding of the valid values
and their results.

ketsEduDisable
Purpose: Disables access to mailbox in Outlook Live (Outlook Live)
Note: Mailbox will continue to receive mail
Values: TRUE or FALSE
Default: FALSE
Flows to CAS Mailbox Settings in Outlook Live
Note: If this is done through the KETS EDU tab in ADUC it can take up to two hours to go
through the OLPS system. This task can be performed with higher priority through the KETS
Control Panel for administrators (discussed in the next section).

ketsEduHidden
Purpose: Hides visibility in Outlook Live Global Address List
Values: TRUE or FALSE
Default: FALSE

ketsEduPlan
Purpose: Determines if system is to create a mailbox for the specified user
Values: <default> or NoMail
Default: <default> which results in Mailbox creation
Note: If not populated a mailbox will be created for the user

ketsUserType
Purpose: To classify user type
Values: STAFF, STUDENT or RESOURCE
Note: Objects set to ‘Resource’ are not provisioned by OLPS
Default: <not set>
Note: If left blank will be populated by OU placement of object
Results in placement of mailbox in correct GAL
Flows to extensionAttribute15 in Active Directory

ketsLocationCode
Purpose: Location Identifier
Value: Entered by district
Default: <not set>
Flows to customAttribute2 at Outlook Live

ketsUserlD
Purpose: System Attribute (do not assign)

ketsCustom1 through ketsCustom15
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Purpose: For district population and use
Does not flow to Outlook Live

Note: The ketsCustom attributes were created solely for district use at their discretion.

3.1.6.1.3 Synced Attributes between Active Directory and Outlook Live
The list below contains the Active Directory attributes that are being synchronized to the corresponding
Outlook Live objects. These can be leveraged by the district for Exchange Web Services programming,
Remote PowerShell, Dynamic Distribution Group creation, etc.

The flow is from Active Directory object attribute to Outlook Live object attribute.

Note: The ‘Company’ attribute in Outlook Live is populated with the district name (ex. ‘providence’).
This is regardless of the value in AD for a user, as the value of ‘Company’ does not ‘flow’ from AD to
Outlook Live.

Mailboxes, MailUsers & MailContacts

<Map Source="ketsSystemID" Destination="Name" Macro="" />

<Map Source="0bjectID" Destination="DirSyncld" Macro="" />

<Map Source="ketsEduDisable" Destination="AccountDisabled" Macro="" />
<Map Source="ketsEduHidden" Destination="AccountHidden" Macro="" />
<Map Source="mail" Destination="EmailAddress" Macro="" />

<Map Source="|" Destination="City" Macro="" />

<Map Source="ketsDistrictCode" Destination="CustomAttribute1" Macro="" />
<Map Source="ketsLocationCode" Destination="CustomAttribute2" Macro="" />
<Map Source="department" Destination="Department" Macro="" />

<Map Source="displayName" Destination="DisplayName" Macro="" />

<Map Source="facsimileTelephoneNumber" Destination="Fax" Macro="" />
<Map Source="givenName" Destination="FirstName" Macro="" />

<Map Source="homePhone" Destination="HomePhone" Macro="" />

<Map Source="initials" Destination="Initials" Macro="" />

<Map Source="sn" Destination="LastName" Macro="" />

<Map Source="mobile" Destination="MobilePhone" Macro="" />

<Map Source="info" Destination="Notes" Macro="" />

<Map Source="physicalDeliveryOfficeName" Destination="0ffice" Macro="" />
<Map Source="pager" Destination="Pager" Macro="" />

<Map Source="telephoneNumber" Destination="Phone" Macro="" />

<Map Source="postalCode" Destination="PostalCode" Macro="" />

<Map Source="st" Destination="StateOrProvince" Macro="" />

<Map Source="streetAddress" Destination="StreetAddress" Macro="" />
<Map Source="title" Destination="Title" Macro="" />

3.1.7 KETS Control Panel and Object Provisioning

The KETS Control Panel is a customized web interface for administrative control and utilities that are
specific to KETS needs. This is not to be confused with the Exchange Control Panel
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(https://outlook.com/ecp) which is the Microsoft default portal for management of Outlook Live and its

components (primarily Distribution Group management for Staff, and Tenant management for
Students).

While ADUC (Active Directory Users and Computers) and ECP (Exchange Control Panel) will continue to
be administrative tools for most tasks there are a few administrative functions that can only be
performed in the KETS Control Panel. There are two different views to the KETS Control Panels, one for
administrators and one for users. The differences between these different portal views are discussed in
the following sections.

Different object types (user, group, contact) that are created in Active Directory are provisioned to
Outlook Live on different schedules. Those schedules are listed below.

Staff User objects
Student User objects

every 15 minutes, with replication latency could be up to 1 hour

every 6 hours
Groups - nightly
Contacts - nightly

Note: User object deletions only provision at night. This is an important note as if the desire
upon deletion is that the user cannot get into mail (disciplinary issues, etc) you must also go to
the KETS Control Panel and Disable the mailbox so they cannot access open the mailbox.

Districts and run manual provisioning jobs using the KETS Control Panel (explained below) for user
objects. This will not affect groups or contacts which run one during the night. This means that groups
and contacts created in AD will not show in the Global Address List until the following day.

3.1.7.1 KETS Control Panel — Administrative Tasks

Members of the DIST Support Admins, DIST Staff User Admins, DIST Student User Admins, DIST Staff All
Mailbox Access or DIST Student All Mailbox Access will have authority in the admin section of the KETS
Control Panel to modify settings. The URL again is https://live.kyschools.us/admin
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KENTUCKY DEPARTMENT
OF EDUCATION

/

User: KETS\jlogan

= Outlook Live KETS Control Panel - Outlook Live

Disable Mailbox Welcome to the KETS Control Panel. From here you may select one of the options to the left in the navigation
District Config pane.

ILM Reports

Jobs

Logs

Open Mailbox

Reset Password

Viewer

3.1.7.1.1 Disable Mailbox
Members of DIST Support Admins, DIST Staff User Admins or DIST Student User Admins are able to
disable end-user access to their mailbox using this page. DIST Support Admins can disable any mailbox,
where as DIST Staff User Admins can only reset user passwords (likewise for DIST Student User Admins).
Once the disable command is initiated it may take a few minutes to complete. If this is not a high priority
operation you may alternatively use Active Directory Users & Computers to set the Mailbox Disable flag
on the user account for the end-user.

B Outlook Live KETS Control Panel - Disable Mailbox
Disable Mailbox You may disable end-user access to their mailbox with high priority using this page. Once the disable
District Config command is initiated, it will take up to 30 minutes to complete. If this is not a high priority operation, you
ILM Reports may alternatively use Active Directory Users & Computers to set the Mailbox Disable flag on the user
Jobs account for the end-user.
Logs i
Open Mailbox E-mail:
Reset Password Disable Mailbox

Very Important Note: Disabling a mailbox, reqardless of how, as well as deleting the AD object will

NOT restrict access to the other Live services (Skydrive, Spaces, etc).

3.1.7.1.2 District Config
The District Config area of the KETS Control Panel is where members of the DIST Support Admins group
have access to modify certain settings of provisioning. Start by selecting the appropriate domain from
the Select Site dropdown. Some of the settings are unavailable (‘grayed’ out) as they can cause dramatic
ill-affects if not handled properly. A change to any of these values will only be applied on the weekend,
so the expectation should be modifications will be implemented by the following Monday.
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= Outlook Live

Jobs
Logs

Open Mailbox
Reset Password

KETS Control Panel - District Configuration

Disable Mailbox
District Config
ILM Reports

Select Site: |providence ketsds net (496) [~]

Active Flag:

Display Name: Providence Independent

Domain DN: DC=providence,DC=ketsds,DC=net
SMTP Suffix: providence.kyschools.us

OLPS Server Name: EDOOOILMC1

Staff Enabled: Students Enabled:
Staff Preserve SMTP: Students Preserve SMTP:
Staff Scheduled: Students Scheduled:
Staff Tombstone Status: |Disabled[~|  Students Tombstone Status: |Active [~]
Staff Tombstone Days: 60 Students Tombstone Days: 90

Save District

The defaults are shown above.

e Staff Scheduled / Students Scheduled

O

O

If checked sets provisioning to run on a schedule for either Staff or Students
= Default if checked, 15 minutes for Staff and 6 hours for Students
Note: Staff provisioning is set to ‘kick off’ every 15 minutes, though it could take
up to an hour depending on the AD replication interval.
If unchecked would disable automatic runs of provisioning. This would allow for a
district to make mass modifications/etc and/or run provisioning manually (utilizing the
‘Jobs’ option explained below)

e Staff Tombstone Status / Student Tombstone Status

O

If set to Active, will allow user to access e-mail (Outlook 2007 and Outlook.com only, not
mail.kyschools.us) after Active Directory account is deleted, for a period up to the
‘Staff/Student Tombstone Days’ value

If set to Disabled, restricts user access to e-mail after Active Directory user object
deletion for a period up to the ‘Staff/Student Tombstone Days’ value

Notice in the above screenshot which shows the defaults, Staff are set to ‘Disabled’
which means that if the user object is deleted in AD the user could not login to the
mailbox. The mailbox could, for 60 days as the default is set, be reattached to the User
object in AD. This process is explained elsewhere in this document.

Very Important Note: If a student AD object is deleted the student could still login and
access e-mail if the ‘Student Tombstone Status is left as ‘Active’. If the desire on an
individual basis it to both delete the AD account and the mailbox set the Edu Plan to
‘NoMail’ on the KETS EDU tab in ADUC. Allow this to filter through the system then
delete the AD account. If the desire is always to delete the mailbox and the Windows Live
ID the Tombstone Status could be set to Disabled and Tombstone Days set to a shorter
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period. It’s important to leave some period of time as this can allow for reattaching
mailboxes to deleted AD object in case of mistaken deletes.

e Staff Tombstone Days / Student Tombstone Days
o Sets the number of days after an Active Directory user object is deleted until the
corresponding mailbox is deleted

The process of ‘Tombstoning’ simply means a period of time in which a mailbox could still be accessed
and/or reattached after the corresponding Active Directory user object is deleted. If, for instance, the
Staff Tombstone Days are set to 60 days and an AD user account is deleted the corresponding Outlook
Live mailbox would stay accessible for that user, assuming ‘Tombstone Status’ is set to Active. After the
‘Tombstone Days’ have passed the mailbox will be deleted, as well as the Windows Live ID and all
tools and content associated with that Live ID.

To reattach a deleted user object to a mailbox:

If, during the ‘Staff Tombstone Days’ period, the desire was to recreate the AD user object and reattach
it to the mailbox the district would have to create the user object and assign the ‘E-mail” attribute the
value of the SMTP address. This MUST be done immediately after user creation. This means that the
desired user’s AD object would need to be recreated in ADUC, then immediately after the creation
double-click on the user object and add the user’s original SMTP address in the E-mail field on the
‘General’ tab. This will trigger the provisioning system to find the ‘tombstoned’ Live ID and link it to the
new user.

VERY IMPORTANT Note: It is extremely important the districts understand these settings before
changing them. ‘Playing’ with Tombstone settings can cause undesirable affects.

3.1.7.1.3 ILM Reports

Displays the OLPS provisioning runs. You can click on each Run Name to get more information. This is
used for troubleshooting.

ILM Run Reports

= Outlook Live
District Config Routine - Delta - 8/13/2009 8132009 10:55:35 AM  8/13/2009 10:55:48 AM
ILM Reports Routine - Delta - 8/12/2009 8/12f2009 11:21:03PM  8/12/2009 11:21:13PM
Jobs Routine - Full - 8/12/2009 8/12/2009 11:06:32PM 8122009 11:06:46 PM
Logs Routine - Full - 8/12/2009 8/12/2009 11:04:17PM  8/12/2009 11:04:31 PM
Open Mailbox Routine - Full - 8/12/2009 8/12/2009 10:44:04PM  B/12/2009 10:44:13 PM
Reset Password

Routine -
Routine -
Routine -
Routine -
Routine -
Routine -
Routine -
Routine -
Routine -

Routine -

Full - 8/12/2009
Full - 8/12/2009
Full - 8/12/2009
Full - 8/12/2009
Full - 8/12/2009
Full - 8/12/2009
Full - 8/12/2009
Full - 8/12/2009
Full - 7/22/2009
Delta - 7/20/2009

0
0
5
5
5
5
5
4
4
4
4
4
4
5
1

D OO O O 0O 0 O OO0 0 O O 2 42

[ T e e T Y o Y e O T Y Y Y s Y o T e T o

[=T = R T [ = Y o O R Y Y o Y e Y Y e T o

/122009 10:37:16 PM
/122009 10:30:04PM
/122009 12:37:36 PM
/122009 9:16:21 AM
/122009 1:23:57 AM
/122009 1:14:06 AM
/122009 12:40:03 AM
/122009 12:19:47 AM
7/22/2009 5:33:05 PM
7/20/2009 5:25:49 PM

/122009 10:37:31PM
/122009 10:30:13 PM
/122009 12:37:50 PM
/122009 9:16:35 AM
/122009 1:30:10 AM
/122009 1:14:20 AM
/122009 12:40:18 AM
/122009 12:20:03 AM
7/22/2009 5:33:20 PM
7/20/2009 5:26:07 PM
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3.1.7.1.4 Jobs
The ‘Jobs’ selection allows for a manual run of OLPS provisioning, meaning you can force a run for ‘User
mailbox provisioning’ for either Staff or Students. Selecting one of these options would take any
new/modified user objects (either Staff or Students) and create/modify Windows Live IDs and the
corresponding mailboxes for those objects. This would also ‘write back’ to the Active Directory user
objects, modifying the E-mail Address and UPN for logon as SMTP. You can also see the history of all
jobs run in the OPLS system for a given district.

Realize that an import job runs every 15 minutes on a schedule by default for Staff and 6 hours for
Students (staff could take up to an hour with replication latencies). The ability to run a manual job could
be helpful, for instance if districts did not want to wait 6 hours for Student provisioning. This can work
in conjunction with ‘Staff / Student Scheduled’ under the District Config option explained above, where
you could turn off provisioning as a schedule and choose to manually run jobs. It’s important to note,
however, that groups and contacts from Active Directory do not adhere to the manual job runs,
meaning that if either ‘Add Staff Import Job’ or Add Student Import Job’ is chosen this only affects user
objects in AD which require mailbox access.
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To kick off a run of OLPS provisioning you would either click “Add Staff Import Job” or “Add Student
Import Job” respectively.

= Outlook Live Select District: | providence. ketsds_net (496) |Z| [ Add Staff Import Job ] [ Add Students Import Job ]
Disable Mailbox
osccconty [ S -
ILM Reports 3/18/2003 1:05:47 AM Site=436 Role=1 Finished Full job for "Contact’,
Jobs 3/18/2009 1:05:47 AM Site=495 Role=1 Running Full job for 'Contact’,
Logs Sf18/200% 12:55:43 AM Site=43%% Role=1 Finished Full job for ‘Contact’,
open Mailbox 3/18/2009 12:58:43 AM Site=495 Role=1 Running Full job for 'Contact’,
Reset Password 3/17/2003 5:35:00 PM Site=436 Role=1 Finished Delta job for "Group'.
9/17/2005 5:35:00 PM Site=456 Role=1 Running Deltz job for ‘Group’,
S17/2005 4:45:21 PM Site=43%% Role=1 Finished Deelta job for ‘Group'.
9/17/2005 4:45:21 PM Site=456 Role=1 Running Deltz job for ‘Group’,
S17/2005 4:43:15 PM Site=43%% Role=1 Finished Deelta job for ‘Group'.
9/17/2005 4:43:15 PM Site=456 Role=1 Running Deltz job for ‘Group’,
917/2005 4:33:11 PM Site=43%% Role=1 Finished Full job for ‘Group’,
9/17/2005 4:33:11 PM Site=456 Role=1 Running Full job for ‘Group’,
S17/2005 4:31:11 PM Site=43%% Role=1 Finished Full job for ‘Contact’,
9/17/2009 4:31:10 PM Site=456 Role=1 Running Full job for 'Contact.
S17/2005 3:52:44 PM Site=49% Role=2 Finished Deelta job for "User'.
9/17/2009 3:52:44 PM Site=456 Role=2 Running Deltz job for "User'.
S17/2005 3:51:44 PM Site=43%% Role=1 Finished Deelta job for "User'.

Note: Active Directory replication has to complete for a given user for OLPS to pick the change up. OLPS
is reading/writing from Domain Controllers (one from each district domain) which resides at KIDS. Active
Directory replication is set to 60 minutes between sites, so it could take ‘up to’ 1 hour depending on the
replication windows for a creation/modification/deletion to replicate so that OLPS will see the change.

3.1.7.1.5 Logs
Displays logs for multiple components of OLPS. IT Admins can utilize this for troubleshooting. You can
search using ‘Filter Subject’ for SMTP Address, SAMAccountName, etc. Also, members of the
Notifications Distribution Group would receive nightly notifications through e-mail. Districts should
populate this group with members that wish to get information on successes, failures, etc involved with
provisioning between Active Directory and Outlook Live. A great feature as shown below is the ability to
first do a ‘View Logs’ for the domain, then when you find a specific bit of information that you’re looking
for, you can past it into the ‘Filter Content’ box to get only those types of events.

A
e KENTUCKY DEPARTMENT

OF EDUCATION

Broncnr & Primus 106
SUTCCESS

User: KETS\jlogat

= Outlook Live View Logs | selectProcess: [ scheduler [Ccatalog [Iregistry [#]Powershel
Disable Mailbox
Reset Select Type: [l system Errors Warnings Info
District Config
ILM Reports Filter District: providence. ketsds.net (496) ~  Filter Date:
Jobs .
Filter Subject: Filter Content: Live ID password
Logs
Open Mailbox Date site |ProcessMame | Entry Type | Subject Content
Reset Password 5/13/20108:45:19 AM | 496 | OLPSPowershel | Info Live ID passvord Seted for tohe lyschook,
Viewer 5/19/2010 8:00:58 AM |46 | OLPSPowershel | Infa Live ID password reset completed for t7henry@providence kyschacks.us.
5/18/20104:39:45 PM | 436 | OLPSPowerShel | Info Live ID password reset completed for Test.User@providence.kyschook.us.
5/18/2010 3:56:00 PM | 496 | OLPSPowershel [ Info Live ID password pleted for kyscheok.
4% | OLPSPowerShel | Info Live ID password leted for kyschoos.
436 | OLPSPowershel  |Infa Live 1D passvrord resst completed for testt staff@providence.kyschook.us.
4% | OLPSPowershel [ Info Live ID passvord reset completed for test? stafi@providence kyschook.us.
4% | OLPsPowershel [ Info Live ID password Jeted for testl stai@providence kyschools
4% | OLPSPowerShel | Info Live ID password leted for o idence kyschoos.
456 OLPSPowerShel Info ive ID password reset completed for testS student@stu.providence. kyschoois.us.
4% | OLPSPowershel [ Info & 1D passvrord reset completed for test3,student@stu providence kyschooks.us,
4% | OLPsPowershel [ Info .. | Live 1D passwrord feted for test2 student@stu. providence. kyschoos
5/18/2010 3:54:40 PM | 496 OLPSPowerShel Info -46a1-b0bS-38709; s | Live ID password leted for testl.student@sty idh kyschools.
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3.1.7.1.6 Open Mailbox
Members of DIST Staff All Mailbox Access or DIST Student All Mailbox Access have permissions to open
an Outlook Live Mailbox with this page. Type the SMTP address of the desired mailbox.

Note: Before you proceed make sure you are not already logged into another Windows Live ID in your
browser session. Also, it is important to close all other browser windows before opening a mailbox.

8 Outlook Live KETS Control Panel - Open Mailbox
Disable Mailbox You may open an Outlook Live Mailbox with this page. Before you proceed, make sure you are not already
District Config logged into another Windows Live ID in your browser session. You must also have mailbox access for
ILM Reports permissions to open another user's mailbox.
Jobs
Logs E-mail: |
Open Mailbox Open Mailbox

Reset Password

3.1.7.1.7 Reset Password
Members of DIST Support Admins, DIST Staff User Admins or DIST Student User Admins may use this
page to reset the password for a Windows Live ID only. It does not impact the Active Directory account
password. The password entered should match the end-user's Active Directory account password.

This is the same page that users will see if they utilize https://mail.kyschools.us/password.aspx

& Outlook Live Microsoft Windows Live ID Password Reset
Disable Mailbox You may use this page to reset the password for a Windows Live ID. The password is recommended to be
District Config the same password as the end-user's AD account. However, this operation will only apply to the Windows
ILM Reports Live ID.
Jobs
Logs E-mail:
Open Mailbox Password:

Reset Password confirm:

Reset Password

3.1.7.1.8 Viewer
By selecting Viewer on the left menu you can specify the SMTP address of a user and see each system
the user is in. This will be mostly used by the Messaging and Directory Services team, KETS Service Desk,
etc to troubleshoot Outlook Live provisioning issues, but it’s available if districts are interested.
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https://live.kyschools.us/password.aspx

User: KETS\jlogan

= Oublook Live Select District: providence.ketsds.net (496) -

Disable Mailbox Filter Subject: test.user@providence_kyschools.us @ Reset |

District Config

ILM Reports

Tobs 888 JAD-EDOOOREPCI (JCatalog JPRegistry ZJPowerShell . Z)Outlook

Logs

Open Mailbox

Reset Password Date Site |ProcessMame | Entry Type | Content

Viewer 5/182010 4:39:49 PM | 436 | OLPSPowerShel | Info Live ID password reset completed for Test.User@providence.kyschools.us.
4/29/2010 12:04:48 PM | 436 | OLPSPowershell | Info Wailbox modify for “Test. User@providence.kyschools.us’ completed.
4/29/2010 12:02:15 P | 456 | OLPSRegistry Info User Updsted (CN=User), TestOU=Lagacy_Address_Test,OU=Staff, DC=providence,DC=ketsds, DC=net)
4[29/2010 10:32:30 AM | 456 | OLPSPowershell | Info Live ID passviord rasst complsted for Test Ussr@providance. kyschools.us.
421/2010 6:32:54 PM | 456 | OLPSRegistry Info User Updated (CN=User), Test,OlU=Legacy._Address Test,OU=Staff, DE=providence,DC=kstsds, BC=net)
4/21/2010 6:02:44 PM | 456 | OLPSRegstry Info User Updated (CN=User), Test,OU=Legacy_Address_Test,OU=Staff, DC=providence,DC=keisds DC=net)
4212010 2:15:43PM | 456 | OLPSRegstry Info User Updsted (CN=User), TestOU=Lagacy_Address_Test,OU=Staff, DC=providence,DC=ketsds, DC=net)
4/19/2010 11:01:24 PM | 436 | OLPSPowershel | Info Mailbox modify for Test. User@providence.kyschoois.us’ completed.
4/16/2010 2:56:48 AM | 456 | OLPSRegistry Info User Updated (CN=User), Test,OU=Legacy_Address Test,OU=Staff, DC=providence, DC=ketsds, DC=net)
4152010 4:48:18 PM | 436 | OLPSRegistry Info User Updated (CN=User\, Test,OU=Legacy_Address_Test,0U=Staff, DC=providence,DC=ketsds, DC=net)
4[7/20105:56:32PM | 4% | OLPSPowershel | Info Wailbox modify for *Test. User@providence.kyschools.us’ completed.
9/16/2003 4:16:04 PM | 436 | OLPSPowershel | Info Mailbox modify for “Test.User@providance kyschools.us’ bypassed because of no changes,
5/10/2003 2:56:44 AM | 456 | OLPSRagistry Info User Updated (CN=User), Test,OU=Lagacy. Address Tes,OU=Staff, DC=providence,DC=kstsds, DC=net)
/202003 1:30:26 PM | 436 | OLPSRegistry Info User Crested [CN=User\, Test,Ol=legacy_Address Test,OU=Staff, BC=providence, BC=kelsds, DC=net)

<Previous Page Next Page >

3.1.7.2 KETS Control Panel — End User Password Resets

Users have the ability to reset their Windows Live ID (Outlook Live) password separate from their Active
Directory account password. This functionality is needed for times when the user has reset their Active
Directory password and, for some reason, OLPS didn’t sync the password change successfully to Outlook
Live. If there were a network outage, for instance, that caused OLPS to miss a sync of a changed
password, the end user could simply reset their Active Directory password again when the network is
back up. Users should perform this step anytime they cannot login to OWA/Outlook but can login to
Active Directory (or reset the AD password as explained above). The user MUST type their existing
Active Directory password. This is done at https://mail.kyschools.us/password.aspx

The Exchange Control Panel (also known as the Outlook Live Control Panel) is a web interface that allows
for common mailbox administration tasks in Outlook Live. Most everything an administrator in KETS
would need to accomplish is done in Active Directory Users and Computers, thanks to the
implementation of OLPS, except for Distribution Group management. The Exchange Control Panel will
only need to be leveraged for Distribution Group or mailbox administration for the Staff GAL. To access,
login to http://outlook.com, then selecting ‘Options’ at the upper right. Select My Organization from
the dropdown as shown below.
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Micrasalt: N
Exchange Online

Select what to manage: My Organization

Myself
qaniza
Users & Groups Another User.., I@ Q
Mail Cantrols Mailboxes | Public Groups  External Contacts

Mailboxes

[Epetais | &

search mailboxes 0o

/1 There are more results available than are currently displayed. Enter a complete or partial display name in the search box above to
Display Name - | E-Mail Address
Allen, Johniny John. Allen@Martin. kyschools.us
Arnold, Donald - DCPS Donald. Arnold @daviess, kyschools.us
athletic.boosters athletic.boosters @udlow . kyschools, us
Ayers, Rose - EVES rose.ayers @daviess.kyschools, us

For Staff, you can perform common tasks like change memberships of DGs, create mailboxes, etc.
Understand that most tasks are automatically performed against objects in Active Directory as districts
create and modify those objects, so there may be no need to utilize this function other than DG
management.

If districts choose to create mailboxes or DGs with Exchange Control Panel it is important to understand
that these objects will NOT pass through the OLPS system. There will not be an equivalent AD object
created, nor will there be any records keeping for these objects. OLPS keeps track, for instance, all
SMTP addresses that IT assigns. This verifies that there are no duplicates. If a mailbox object is created
using Exchange Control Panel, it would set the SMTP address automatically within Outlook Live. If
afterwards a user is created in Active Directory Users and Computers that had the same name (First
Name and Last Name which concatenated together match the SMTP address of the mailbox) OLPS
would get an error.

There are occasions where it makes sense to create mailboxes that do not have an associated AD object,
or Distribution Groups that do not have a corresponding Security Group in AD. It’s important to think
through the requirements and results before administering.

As discussed in the section entitled Outlook Live and GAL Visibility there is one Staff Global Address List
with no other Global Address Lists or Address Lists to segregate ‘district only’ users. This means that any
user that requires e-mail access that is set as ‘Staff’ for User Type will show in the Staff GAL, which will
show in the GAL for all staff in the state. It's imperative that districts utilize solid naming standards to
segregate as much as possible their objects, specifically Distribution Groups. This is very important to
convey to district staff as any user with a mailbox can create a Distribution Group which will be visible to
all KETS Staff.
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3.1.9.1 Naming of Distribution Groups

In the Outlook Live environment all staff Distribution Groups will be seen by all staff in the state, not just
by the ‘creating’ district. Therefore proper naming of objects is critical. With that in mind it is in the
district’s best interest to apply verbose naming standards when creating any objects. All groups should
begin with the district name followed by either a ‘Co’ or ‘Ind’ designation, then the purpose of the

group.

District administrators, and end users, should use the following standard when naming Distribution
Groups (or possibly other accounts, like Conference Room, Library, etc):

District scope/purpose
Examples:

Adair Co HS Teachers
Franklin Co Western Hills High School Library

Jackson Ind Coaches

To assist with this, KIDS will be placing the district name in the Company field of user objects which will
help in distinguishing objects with similar/same names in the Global Address List. This does not
however apply to Distribution Groups which do not have a Company attribute. The Company attribute
in AD will not be populated by OLPS, only the Outlook Live account for GAL visibility.

End users now have the ability to create groups as discussed in section entitled User-created Shared
Distribution Groups. With that stated staff end-users need to understand the importance of a solid
naming standard for Distribution Groups as well as administrators.

3.1.9.2  Naming of Resource Accounts

Any resource account which must be visible in the GAL should be given a display name which begins
with the name of the district. In this way, all of a given district’s resource accounts will be clustered
together in the GAL rather than dispersed throughout it. This is important since any GAL entries will be
visible to the entire state rather than just a particular district.

Similar to Distribution Groups, district administrators should use the following standard when naming
resource accounts.

District scope/purpose

Examples:

Scott Co Board Office Conference Room
Somerset Ind Community Questions

Woodford Co Help Desk
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Note: Please be mindful of whether or not resource accounts actually need to be mail enabled. Resource
accounts used purely for authentication purposes and which will never receive mail should not have a
mailbox. Any such accounts should be set to NoMail on the KETSEDU tab in ADUC before provisioning to
ensure it does not receive a mailbox, as per section 3.1.1 of this document.

Accounts which need to receive mail but which do not need to searchable in the GAL should be hidden.
The steps to accomplish this are described in the next section, 3.1.9.3.

3.1.9.3 Distribution Group and Service Account GAL Visibility

Objects placed in any OU called ‘_Groups’ will not be provisioned. Also, district administrators will
continue to have the functionality to make Mail enabled objects “hidden” from the GAL. Hiding items
from the GAL requires two steps. The first is to hide it from KDE by using the “Hidden” attribute on the
KETS EDU tab in Active Directory Users And Computers (ADUC). See section 3.1.1 for instructions on
installing the KETS EDU tab. Simply check the box and the account should be hidden from KDE users
after the next run of provisioning:

Fabry, John Properties ¥ XS
Published Certfiicates I Member Of I Password Replication I Object
Security I Environment I Sessions

Remate control I Remote Desktop Services Profile I Personal Virtual Desktop
General I Address I Account I Profile | Telephones | Organization
COM: | UNIXAtiibutes | Attribute Editor | KETS Custom | KETSEDU

KETS Attributes

District Code: |455

System ID: |ecf4d90Fe301-44eebf38-d00792d7db26

Location Code: |

UserlD.'

User Type: [taff |
Edu Flan: |\_Defau|t) j
Mailbox Options
I Disabled

The second step is to hide the account from the other state agencies with which KDE shares a GAL. This
is done via the Attribute Editor tab in ADUC. To see this tab, you must enable Advanced Features in
ADUC by going to View > Advanced Features. It is also important to note that the Attribute Editor tab is
not visible if you are looking at an account via ADUC's Find feature. You must navigate to the
appropriate OU and view the account’s properties from there. Once the Attribute Editor tab is open,
look for the msExchangeHideFromAddressLists attribute and ensure that it is set to TRUE.
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Fabry, John Properties ? P

Published Certficates | Member Of | Password Replication |  Object
Security I Environmert I Sessions
Remote control I Remote Desktop Services Profile I Personal Vitual Desktop
General I Address I Account | Profile I Telephones I Organization
COMs | UNIXAttibutes | Attribute Editor | KETS Custom | KETS EDU

Attributes:

Attribute Value i

msExchADCGlobalMNa... <not set:
msBxchALObjectVers... <not set>

msExchAssistartName <ot set> | Boolean Attribute Editor lﬁ
msBExchControlingZone  <not set>

msExchCustomProxy...  <not set> Attribute: msExchHideFromAddressLists
meExchExpansionSer... <not set>

msExchFBURL aot st =N

msExchHideFromAdd...

msExchHomeServer...  <not set> 2 False

msExchHouseldentifier  <not set: () Not set

msExchiMACL <not set>

msExchiMAddress <ot set> [ 0K ] [ Cancel J

msExchIMAPOWALU...  <not set>

msExchiMMetaPhysi...  <not set> >
4 | i | 3 |

3.1.10 User Name Changes

When a user requires their user credential’s name changed it can be done within Active Directory by
changing First Name and/or Last Name, by highlighting the user object in ADUC > click F2 to rename >
change the name > you will then be presented a popup that will show other values you can choose to
rename as well. It’s suggested to correct the name in all places presented and hit OK.

The corresponding SMTP Address, UPN Login and Windows Live ID will also be changed to reflect the
new name. The previous SMTP Primary Address before the name change will become a Secondary
Proxy Address, so the mailbox will continue to receive mail sent to the old SMTP Address.

3.1.11 E-mail Addresses and Secondary (Proxy) Addresses

The standard format for a Staff user’s SMTP address is :

FirstName.LastName@district.kyschools.us

Districts can choose their own formatting for Students, whether adopting the above or starting the
prefix with the graduation year, etc.

Note: A period ‘.’ is the only non-alphanumeric character that should be in the SMTP address. All
other characters other than periods should be considered as invalid. This includes apostrophe ‘, double-
quotes “, and ticks * and slashes / \, etc

For Staff, districts have the ability through PowerShell to create secondary addresses to Outlook Live for
staff (there is an example of the PowerShell cmdlets under the ‘PowerShell’ section later in this
document). Alternately districts that require additional e-mail addresses such as ‘webmaster’,
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‘administrator’, etc could create additional ‘resource’ user objects in ADUC with the appropriate naming.
Districts could then choose to access these additional mailboxes with https://outlook.com or configure

an Inbox Rule in the resource mailbox to flow messages to the desired mailbox
(http://help.outlook.com/en-us/140/ms.exch.ecp.learnredirectto.aspx). The user could also from OWA

choose to ‘Open other user’s’ Inbox to access the ‘resource’ mailbox.

Note: You may notice that every Staff mailbox has a Secondary E-mail Address following the standard

FirstName.LastName.district@staff.kyschools.us. This address was used during the migration from on-
premise Exchange 2003 to Outlook Live. Please do not delete this address as it could become useful in

the future.

For Students, through the Exchange Control Panel you can add Secondary addresses if desired. To find
information on how to add additional SMTP addresses to student mailboxes go to
http://help.outlook.com and search for ‘proxy’ as shown below.

aﬁ{IOOkWEbApp Service Status | Team Blog | Forums
[proxt F]

Outlook Web App

Topic Last Modified: 2009-09-22

E-Mail E‘«J E-Mail Setup

Use your e-mail account Set up your favorite e-mail

from any Web browser. program to use with yvour
account. Go to the E-Mail
Setup Help Wizard page.

E Calendar and W  Mobile Phones
Reminders Set up your mobile phone
Schedule meetings and to access your e-mail,
appointments on vour calendar, and contacts. Go

As discussed OLPS is responsible for the management of mail enabled objects between Active Directory
and Outlook Live. OLPS runs jobs at different intervals. These by default are once every 15 minutes for
Staff (could take up to an hour with replication latencies), every 6 hours for Students and once at night
for groups/contacts (there are not groups or contacts that flow to the Student Tenant). In the event
that there are errors on a run of provisioning the information about the specific failure(s) is sent to any
member of the DG called notifications@district.kyschools.us, where district is the district’s SMTP

Domain Name. This group should be populated with the desired member(s), utilizing the OutlookAdmin
account, in the Exchange Control Panel. Notice that OutlookAdmin is set as owner instead of DLAdmin.
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3.2 Password Complexity Requirements

It always makes good security sense to implement aggressive password policies. In Live@edu it’s
required to have a six character password. Districts must either inform users requiring a mailbox to
specify at least a six character password, or set policies within Active Directory which force at least this
minimum requirement. Forcing a policy requirement can be accomplished with the Default Domain
Security Policy (requires a KETS Service Desk request) which affects all users in the domain, or by
implementing Fine-Grained Password Policies (discussed in detail in the following section).

The following rules and restrictions apply to passwords for Outlook Live accounts. This means that
these requirements must also be met on the Active Directory user account passwords that require
mailboxes.

Rules

e The minimum length is six characters.

e The maximum length is 16 characters.

e Strong passwords are at least eight characters long.

e The password is case-sensitive.

e The password can contain uppercase and lowercase letters, and numbers.

e The password can contain the following ASCII text characters: © ~ ! @ # $ % ~ & * ()
t-={r I LI Nyt <>, 0/

Restrictions
The password can't contain:

e  Spaces
e Non-English characters

e The alias part of the e-mail address. For example, if the e-mail address is user@contoso.eduy,
the password can't contain user. This restriction isn't case-sensitive, so USER or User can't be
used in the password for user@contoso.edu.

e The answer to the Windows Live ID secret question that helps users reset their password. For
example, if the Windows Live ID secret question is Mother's birthplace, and Seattle is the answer,
the password can't contain Seattle. This restriction isn't case-sensitive, so SEATTLE or
seattle can't be used in the password.

Note: Due to the engineering behind the solution, it is technically possible for a user with a mailbox to
NOT have a six character password limit. For users who only accesses email through the KETS OWA link
(https://mail.kyschools.us) from inside the school district on a computer that is joined or bound to the
domain, the user will be authenticated with SSO (Single Sign-On). With SSO through OWA, and
technologies implemented for KETS, mail enabled users do not have to have a six character password.
Districts must realize, though, other access mediums to mail will not allow the user to authenticate
without a six character password, namely: Active Sync devices, Mail Access from a Mobile Phone,
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Authentication from an Outlook 2007 MAPI Client and OWA through Outlook.com.

3.3 Fine-Grained Password Policies

In Windows Server 2003 Active Directory a domain is a password policy boundary meaning that a single
password policy applies to all users in an Active Directory domain. There is a new technology in
Windows Server 2008 Domain Service (Active Directory) called Fine-Grained Password Policies which
enables the use of granular password policies for subsets of users within a domain. This new technology
is an extension of the existing Default Domain Password Policy (explained later). Districts have the
ability to utilize any of six new policies for different groups of users. This is essential as it will be a
requirement with the new messaging system, Outlook Live, which requires the use of Windows Live IDs.
A Windows Live ID requires a six character password (there are no other requirements beyond that to
change passwords or complexity settings, etc).

A district can choose to utilize only the default domain policy but will have the ability to take certain
groups of users, students for example, and apply different password policies from the staff. The Default
Domain Password Policy affects all users in a domain that are not members of one of the Fine-Grained
Password Policy Groups. These new policies are not implemented on an OU basis. They are assigned to
security groups and/or users (discussed below).

Fine-Grained Password Policies work with the Default Domain Password Policy through ‘precedence’ or
weighting. The Default Domain Password Policy has the lowest weight, meaning if a user is placed in
any of the password policy groups (explained below) the group policy will be applied instead of the
Default Domain Password Policy. The groups have weighting as well, so users can be in multiple groups
but only the group policy with the highest weighting will be applied to that user.

If a district chooses to utilize the Default Domain Password Policy they must ensure that it meets the
minimum requirements for mailbox access. If a district would like to utilize the default policy and needs
to modify it they need to contact the KETS Service Desk. It must be reiterated that ANY user who
requires a mailbox MUST have at least a six character password. Because of this one of the password
policies will match that minimum (six characters, never change password and no complexity).

Six Global Security Groups exist which reside in the _District Admins, Users and Groups OU. Each of
these groups maps to a corresponding Fine-Grained Password Policy. For a given policy to be applied
users must be placed in that corresponding group. The groups and explanation of each follow.

DIST Password Policy - None

This policy requires no minimum password length, no complexity, forces no change and has a
zero password history.

DIST Password Policy - Three Never

This policy requires a three character password length minimum, no complexity, forces no
change and has three passwords remembered (meaning you cannot reuse the last three
passwords)

DIST Password Policy - Six Never
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This password policy matches the minimum requirements to received mailbox access. This
policy requires a six character password length minimum, no complexity, forces no change and
has a zero password history

DIST Password Policy - Six Complex 60

This policy requires a six character password length minimum, forces complexity*, forces a
change at 60 days and has five passwords remembered (meaning you cannot reuse the last five
passwords)

DIST Password Policy - Eight 60

This policy requires an eight character password length minimum, no complexity, forces a
change at 60 days and has three passwords remembered (meaning you cannot reuse the last
three passwords)

DIST Password Policy - Eight Complex 30

This policy requires an eight character password length minimum, forces complexity*, forces a
change at 30 days and has twelve passwords remembered (meaning you cannot reuse the last
twelve passwords)

* For those policies above which require complexity the user must meet at least three of the following
four complexity rules within the password:

Uppercase characters (A through Z)

Lowercase characters (a through z)

Base 10 digits (0 through 9)

Special symbols or non-alphabetic characters (for example: !, $, #, %, etc.)

The precedence of these groups goes from the lowest precedence “DIST Password Policy — None” to
the highest precedence “DIST Password Policy - Eight Complex 30”. This is with the understanding that
the Default Domain Password Policy ultimately has the lowest precedence. To that end if a user is a
member of any of these groups the group policy is applied instead of the Default Domain Password
Policy. Also, if there are settings defined on the actual user object (‘Password Never Expired’, etc) those
settings will apply no matter what policy the user is associated with.

Example: If a user is in both the ‘DIST Password Policy - Three Never’ group and the ‘DIST
Password Policy - Eight 60’ group the user would have to meet the requirements of the DIST
Password Policy — Eight 60 group.

When a user is placed in a Fine-Grained Password Policy group, or if the Default Domain Password Policy
is modified, the affected users will NOT be required to immediately change their password to match the
minimum requirements. The next time the user will have to change their password the new policy
would be applied at that time. If a user currently has no password policy that requires them to change
their password the user would either have to be instructed to change their password manually or the
user object would need to be set to ‘User must change password at next logon’. This can be
accomplished either in Active Directory Users and Computers on a per user basis or through a script (VB,
LDIFDE, etc) which would modify the pwdLastSet attribute to 0 (zero) on each user object. District will
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also have the ability to change the password on behalf of the user through whatever means they may do
this today, as long as the password is reset/changed the system will synchronize the Active Directory
password to Outlook Live.

Note: There appears to be a ‘bug’ with Fine-Grained Password Policies in that the message that some
clients will receive when changing their password can be different than what should be presented.
Some versions of Windows tested (Windows 7, Vista) provided a generic message when a user password
change was attempted that didn’t meet the minimum requirements of the Fine-Grained Password
Policy:

Unable to update the password. The value provided for the new password does not
meet the length, complexity, or history requirement of the domain.

This isn’t very helpful, but it’s acceptible in that it doesn’t provide inaccurate information. Also it is good
for security reasons as it doesn’t show a person trying to guess another users password any minimum
requirements. It’s important to note that all versions/service packs were not tested, only Windows 7 RC
and Vista Ultimate SP2. Other versions may react differently, possibly as described below. It's also
important to note that the Fine-Grained Password Policies all worked well functionally in testing, the
only issue as explained here it the message that results from a user trying to change their password to
something that doesn’t meet the resultant policy for that user.

With Windows XP SP3 testing results were different. Testing results:

If a user has a Fine-Grained Password Policy assigned and tries to change their password to a password
that doesn’t meet the minimum requirements of the FGPP that user will receive a popup (which is
expected), but the information in the popup applies to the Default Domain Policy settings, not the Fine-
Grained Password Policy settings that the user actually is held to.

Example: The Default Domain Password Policy for your district is 6 character, 0 history and O
min days. You assign a user to the ‘DIST Password Policy — Three Never’ group. This policy is the same
as the default domain policy, other than the password length must be at least 3 characters instead of 6
in length. If the users tries to change their password to a password that is 2 characters in length they
will receive the following message:

Change Password

' Your passward must be at least 6 characters, cannot repeat any of wour previous O passwords and must be
at least 0 days old, Please bype a different password, Type a password which meets these requirements in
both text boxes,

This is incorrect, as the user in the example would only need to supply a password of 3 characters as a
minimum. This is the same if the user was placed in the ‘DIST Password Policy — Eight Complex 30’
group, which requires a password of at least 8 characters, complexity enabled and a 30 day maximum
age. If a person in this group tried to change their password to something that didn’t meet the
requirements, say only 7 characters, it would still present the above image which again is incorrect and
will cause confusion.

Page 80
KETS - District Operations Guide for Active Directory and Messaging Services



KIDS has worked with Microsoft on this ‘issue’. It has been decided that since this is a client message
which has been ‘resolved’ on newer clients with a generic message there will not be a ‘fix’. If districts
wish to utilize Fine-Grained Password Policies this will be confusing for some users so please educate
them on this item.

3.4 SPAM Protection for Staff and Students

It’s important to note that in this initial iteration of Outlook Live there is not a SPAM solution built which
is comparable to Exchange Hosted Services. We have, however, built some customized settings to give
us as much flexibility as possible. The future plan is to have Forefront Online Protection for Exchange —
FOPE — embedded in the product with Office 365. But for the current time let’s discuss the current
environment.

For Students, logged in as OutlookAdmin@stu.district.kyschools.us , you can modify many filtering type
settings in the Exchange Control Panel (which are discussed in detail in Section 3. For Staff, however,
this flexibility is not available. We have implemented some basic functionality for Staff that, while not as
rich as an EHS offering, hopefully will allow us to have an adequate system until the Office 365
migration. Until then it should be noted that the only ‘whitelisted’” addresses for Outlook Live for Staff
are those SMTP IP Addresses for kyschools.us and ky.gov (as well as LRC.ky.gov). The system does not
allow for domain names to be entered, only IPs. Those IPs should be ‘owned’ by the entity requesting so
until we have the EHS/FOPE functionality please be advised that there is a chance that valid mail could
get filtered as it is not bypassing the filter rules.

Out of the box, Outlook Live sets SPAM Confidence Levels (SCLs) to each e-mail (just as EHS does). The
higher the SCL the more probable the message is SPAM. We have modified the Transport Rules for
Students only so that certain levels get ‘Quarantined’. Quarantining is not a default option with Outlook
Live. With that stated, a mailbox has been created for each Student tenant (ex.
quarantine@stu.barren.kyschools.us) who will receive any messages with SCL equal to 5 or 6. SCLs of 7
and above are deleted, while SCL 4s are delivered to the ‘Junk Mail’ folder in the client. SCLs of 1-3 are
delivered to the Inbox of the students.

As stated in the above section each district has a mailbox for students
(Quarantine@stu.district.kyschools.us). This is a normal user mailbox like any other. The difference is
that there is a Transport Rule set for all messages sent to students which evaluates the SCL levels on
incoming messages. If the SCL level is either 5 or 6 (meaning it is potential SPAM) it will move these
messages to the ‘Junk Mail’ folder of the appropriate Quarantine mailbox instead of the Student’s
mailbox. Check this mailbox often for valid (false-positive) e-mails, and purge any unwanted junk mail.
Unlike other systems (like EHS) there is no ‘Release’ type option. Districts should log in to this mailbox

using www.outlook.com, not mail.kyschools.us. The process would be:

e Identify False-Positives (mail that should not have been quarantined
o  While the message is closed, Right-click the message and select ‘Forward as attachment’,
forwarding to the original recipients
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The following link shows the attachment extensions which are allowed through the Live@edu system.
Note that the web page discusses changes that can be made in Exchange 2010 by administrators as well
as other settings. This is to be ignored. The only pertinent information for this discussion is the table in
the web link which shows the different file types that are allowed or blocked. This link is being provided
as the content within the table could change over time, and would not be valuable if copy/pasted

statically into this document.

http://technet.microsoft.com/en-us/library/bb124232(EXCHG.140).aspx

In the event that users are receiving SPAM emails, a report can be filed with Microsoft which will help in
deterring those types of messages. Two options are available:

1. Users that access email using the Outlook client can use the Outlook Junk Mail
Reporting Add-in. This add-in, users have a one-click interface for submitting SPAM to
the FOPE SPAM Team for analysis.

e This tool can be downloaded by navigating to Microsoft.com and searching for
“Outlook Junk Mail Reporting Add-in”.

e Download and install the appropriate Add-in for the version of Outlook being
used

2. Users that access email using a method other than the Outlook client can submit
messages to Microsoft by creating a new email and attaching the SPAM messages to it.
They can send this email to abuse@messaging.microsoft.com for analysis. It is
important to attach the SPAM messages to a new email rather than just forwarding it so
that the full headers can be examined.

3.5 Exchange Control Panel for Students

The following information applies to management of the Student Tenant (GAL) only. The focus is on
administering the backend configuration settings, not user administration. Most of these tasks are
specific for the Student environment, not the Staff. As the Staff Tenant encompasses all staff in the
state its configuration and access is reserved by KIDS on behalf of the districts.

Districts can perform Tenant settings (discussed below) by logging into http://outlook.com as
OutlookAdmin@stu.district.kyschools.us, then choosing ‘Options’ from the top right.

There are several student-specific settings that can be applied which affect the student e-mail
experience. There are three areas you can choose on the left pane; Users and Groups, Mail Controls and
Reporting. Under ‘Users and Groups’ you can perform normal mail administration (create mailboxes,
DGs, etc). Administrator Roles is a way to give ‘privileged access’ to certain user groups if desired. This
is discussed below.
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3.5.1 Role-Based Access Control (RBAC) for Students

RBAC Roles are pre-configured roles which can be assigned to different users for granular administration
within Outlook Live for students. This can be accomplished for the built-in roles through Exchange
Control Panel. An administrator can also create custom roles, for instance, that only has password reset
permissions in Outlook Live (not in AD). Before you begin working with RBAC roles you should have a
solid understanding of what Management Roles in Outlook Live.

o ) _
“Exchange Online Outlook Admir
& Beta Sign ou

myMal @

Select what to manage: My Organization

e B @& $ B

Mail Cantrols Mailboxes  Public Groups  External Contacts | Administrator Roles | E-Mail Migration
Reporting
Role Groups
Details | & Discovery Management
Members of this management role group can perform searches of mailboxes in the
Search role groups L Exchange organization for data that meets spedfic criteria.
Name < | Assigned Roles:
Discovery Management Legal Hold
Help Desk Mailbox Search
Crganization Management Members:

Administrator

Redpient Management
SearchAdmin@stu. adair.kyschools.us

Records Management
UM Management

Yiew-Only Organization Management

You can always search help.outlook.com for RBAC for more information.
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3.5.2 Transport Rules for Students

Transport Rules, or simply ‘Rules’, within Outlook Live are a very powerful way to control mail-flow to
and from students in your district. These rules can affect all Student mailboxes for a district, or can be
scoped to only affect mail between two users (or one for that matter). You can choose to add
conditions so that the logic can become Boolean. Once the condition is met you can choose between
several end results (do not send the message, BCC someone, etc).
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Note: Transport Rules can also be configured using PowerShell. Using PowerShell will open up extremely
granular controls in the creation and configuration of Transport Rules for Students, enabling districts to

allow/block based on many, many different scenarios. Refer to the section in this document on
‘PowerShell — Examples — Transport Rules’ for more information.
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For more information on Transport Rules search http://help.outlook.com
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By choosing the ‘Mail Controls’ option on the left you have several categories that can be set for
students. One of these is the ability to set your Student Tenant to not receive e-mails from any domain
other than those specified (like from your staff for instance). E-mail addresses that are allowed to send
can also be set at a mailbox level if desired

Micrasalr .
Exchange Online

Select what to manage: My Organization

Users & Groups v 3 . = 1 f 1 =
2 @ B B -
Mail Controls Rules Domains  IP Safelisting | Closed Campus =~ Bad Words

Reporting

Closed Campus
The closed campus policy blocks any external e-mail traffic, except for the external domains or internal groups that have been spedified as exceptions.
Turn on the dosed campus policy

Spedfy external domains that can send e-mail to or receive e-mail from any recdpients in the organization.

Spedify the existing groups in your organization that can send e-mail to or receive e-mail from any external recipients.

Safelisting is the ability to place certain SMTP domains in a list which will allow those users from that
domain to send e-mails to your students, bypassing any SPAM type filters, etc. This can restrict false-
positive message blocking from those domains. In order for district administrators to create a “white
list” of safe IP Addresses (Actions formerly performed in the EHS Admin interface) a ticket would have to
be submitted to the KETS Service Desk.

Note: ‘Whitelisting’ for Staff is a statewide setting which is administered by KIDS on behalf of the
districts. This means that any domain which is requested to be whitelisted for a given district would need
to go through the KETS Service Desk, and would be whitelisted for all faculty and staff in all districts.

There are special policies built within Outlook Live which are customized for K-12 entities. These
policies are configurable through Remote PowerShell. To view information about these policies you can
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go to http://help.outlook.com and search for ‘Supervision’ as you see below, which will show the

different configurable policies.
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Configure the Anti-Bullying Supervision Policy
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. e e chare Windows Powershell

Topic Last Modified: 2009-09-22 Configure the Bad Words Supervision Policy
Configure the Bad Words Supervision Policy in

Windows PowerShell
E-Mail 1%
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Use your e-mail account = ) o -
from any Web browser. “CRrogram to Use With your T T et

Two of the policies which districts may be of interest to districts are:

e Anti-Bullying - prevents e-mail communication between specific senders and individual users in

your Outlook Live organization. The anti-bullying supervision policy helps you protect students from
harassment e-mails. E-mail that is sent to the users you specify is rejected, and a non-delivery
report (NDR) is generated.

e Bad Words - establishes "bad word" filters in your Outlook Live organization. A bad word filter

searches messages for the specified words and prevents the delivery of messages that contain
those words.

The Bad Words policy is configurable from within the Exchange Control Panel by the
OutlookAdmin@stu.district.kyschools.us Each district should go to this area and apply any bad words
to restrict message flow to their students. A screen shot can be seen in the section entitled Exchange
Control Panel.

Note: Districts have the ability to create their own Rules in this interface, similar to Outlook Inbox
Rules, to restrict or modify the mail flow of messages between users. These are actually ‘Transport
Rule’ so PowerShell can be used as well for more granularity. Refer to the section in this document for
creating Transport Rules using PowerShell for more info.
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In addition to DG management (discussed in the previous section) administrators can also modify other
objects within the respective district’s Student Tenant (GAL). Remote PowerShell 2.0 can be used
against Outlook Live (for more information go to help.outlook.com and search for “Use Windows
PowerShell”) for object manipulation. District administrators must authenticate to the Student Tenant
with the account OQutlookAdmin@stu.district.kyschools.us (ex.
OutlookAdmin@stu.woodford.kyschools.us). This account has full access in the corresponding Student
Tenant.

Note: Any objects created/modified with PowerShell against the Student Tenant do not pass through the
OLPS system.

OutlookAdmin can do searches for messages sent to/from specific users using the Reporting option. You
can search back for messages sent within the previous 2 weeks. This permission can be assigned to
other individuals. Leverage http://help.outlook.com for instructions.

Micrasafr .
Exchange Online
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Users & Groups §§

g7
Mail Controls Delivery Reports
Reporting

Delivery Reports

Search for delivery information about messages sent to or from a specific person in the past two weeks,
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Mailbox to search
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mailbox to search for
Browse... delivery information
about messages sent to
Search for messages sent to: or from this person.

@ Select users...
Learn More

Search for messages received from:
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Search Results
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There are no items to show in this view.
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3.6 Windows PowerShell

Windows PowerShell is a task-based command-line shell and scripting language designed especially for
system administration. Built on the .NET Framework, Windows PowerShell helps IT professionals and
power users control and automate certain administrative tasks. The vast majority of all management
tasks can be performed with either AD specific tools, the Exchange Control Panel or KETS Control Panel.

There might be, however, certain tasks that districts may want to do, possibly in ‘bulk’, that can be

performed with PowerShell. Some tasks can ONLY be performed with PowerShell.

For the Student Tenant districts can do extensive management tasks with PowerShell logged in as
OutlookAdmin@stu.district.kyschools.us. For the Staff Tenant districts can do normal user/DG

management logged in as OutlookAdmin@district.kyschools.us. Certain tasks, such as multi-mailbox

searches (logged in as SearchAdmin@district.kyschools.us) can only be performed with PowerShell.

Windows PowerShell executable(s) are referred to as Windows Management Framework. This package

contains Windows PowerShell 2.0, WinRM (for remote administration which is need to connect to

Outlook Live), and ISE with is a graphical host which can be used to create or modify PowerShell scripts.

Notepad or any text editor may also be used.

You can get started by going to help.outlook.com and choose ‘For Administrators’ at the bottom
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Next choose ‘Use Windows PowerShell’ from the presented options
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this powerful command-line tool.

[+

]

Configure Your Domain

Set up Outlook Live to meet your
unigue messaging and mail relay
requirements.

Manage Users

Manage all recipient types and
Windows Live IDs , reset user
passwords , and help your users
get the most out of Outlook Live.

Security and Compliance

Check out the tools and
functionality that support your
organization's security and
compliance strategy.

FAQs for Administrators

Got questions about managing
Outlook Live? We've got answers.

Outlook Live for Friends
& Family

Microsoft employees: Deploy
your own Outlook Live domain.

You will find information on how to install, connect and run PowerShell cmdlets and tasks from these
instructional sources. It is important to note, however, that as discussed above there are some tasks
that cannot be performed with PowerShell against the Staff Tenant.

In addition to the following examples there are accompanying videos for some common PowerShell

tasks that can be viewed from the KETS Control Panel - https://live.kyschools.us/Admin/videos.aspx

After installing the Windows Management Framework you can open the shell and begin. You must first
start by connecting to Outlook Live for your domain. You must proceed with caution as there can be

irreversible effects from running cmdlets without complete understanding of what you’re doing.

Note: Depending on the PowerShell cmdlets you choose to run you may have to run the command ‘set-

executionpolicy unrestricted’. This is only run once (added to the registry) and allows non-trusted

published scripts to run. Obviously run with caution.

To Connect to Outlook Live

SLiveCred = Get-Credential

Authenticate in the Forms windows that appears. Login as either OultookAdmin@... Or

OutlookAdmin@stu... depending on which group of users you want to apply the setting to. Note that

some of the cmdlets can only be used against the Student Tenant, which should be defined in the

following sections.
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5 Administrator: Windows PowerShell
PS C:sUserssjlogan?> Scred=Get—Credential

cmdlet Get—Credential at command pipeline position 1
Bupply values for the following parameters:
Credential

i Windows PowerShell

=

R

Enter your credentials,

User name:

Password:

Next, you will want to create a new session and import that session

Create and Import Session

SSession = New-PSSession -ConfigurationName Microsoft.Exchange -ConnectionUri
https://ps.outlook.com/powershell/ -Credential SLiveCred -Authentication Basic -AllowRedirection

Import-PSSession SSession

L R <
3 Administrator: Windows PowerShell . e EIEI&J

- e
PS C:\Userssjlogan> $Session = New-PSS8ession —ConfigurationMame Microsoft.Exchange —ConnectionlUri https://ps.outlook.com]i
“powershells —Credential $LiveCred —-Authentication Basic —AllowRedirection
Your connection has bheen redirected to the following URI:
s#pod51884psh.outlook.com/PoverShell-LiveID?PSUersion=2.8 "
serssjlogan?> Import-PSSession $Session

ExportedCommands

tmp_1h27733f -db11-4987. .. {New—Subscription. Remove-DistributionGroup, Clear-TextMessagingficcount.,...

PS5 C:xUsersnjlogan>
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You are now connected and ready to use PowerShell against your Outlook Live environment. To
disconnect once you are finished:

To Disconnect

Remove-PSSession SSession

When performing any task in PowerShell you should practice utilizing the get-help and get- command
cmdlets for assistance. Use the following syntax to understand all of the parameters associated with
PowerShell cmdlets:

Get-Help nameofcmdletyouwanttouse —full

Ex. Get-Help New-TransportRule -full
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These task can be performed in either the Staff or Student Tenant

The following are some common queries you can perform to get info about mail-enabled objects in your
district.

All mailboxes in the district:

Get-mailbox —Filter {customAttributel —eq 496} | Format-Table
PS5 C:=sUserssjlogan? get—mailbox —filter {customAttributel —-eq 496>

Mame i ServerMame ProhibitSendQuota
Test .Userh (18.380.902 . 4808
Glenna.Smithl 7.668 (18.380.902 . 4808
UVirginia.Larmouth ?.668 (18,380,782 . 488
MartinH_IC_Bind 7.668 (18,380,702, 4808
keat_admin 7.668 (18.380.902 . 4808
Amy.Farrisl 7.668 (18.380.902 . 4808

c4652edl6—f96a—44f7—%be. .. Barry.Smith2 4 9.668 (18,380,902 4808

The above example uses OPATH syntax with customAttributel, which is stamped by the provisioning
system with the district number, in this case Providence. You could also substitute customAttributel
with other attributes if you wish such as Company and supply that attribute’s value if desired.

Note: If you have more than 1,000 objects returned you will want to add —resultsize unlimited to a
command:

Get-mailbox —resultsize unlimited —Filter {customAttributel —eq 496} | Format-Table

Notice when you run the above command the Name value contains the SystemID which is created by
OLPS and can be found in ADUC on the KETS EDU tab. Not very helpful for this example, so you could
choose to clean the output up using a pipe ( | ) and the Format-Table cmdlet, specifying only the
attributes you’d like to see.

Get-mailbox —Filter {customAttributel —eq 496} | Format-Table displayname, primarysmtpaddress

PS GC:wlUserssjlogan? get—mailbox —filter {customAttributel -eq 496> | Format-Table alias.primarysmtpaddress

PrimarySmtpAddress

test.userbl@providence.kyschools.us

glenna.smith@providence.kyschools.us
Virginia.Larmouth virginia.larmouthP@providence .kyschools.us
MartinH_IGC_Bind martinh_ic_hindPprovidence .kyschools . us
keat_admin keat_admin@providence.kyschools _us
Amy.Farprizl amy.farrislprovidence . kyzchools.us

To get a list of all Windows Live IDs that exist for your district you could simply add that attribute:

Get-mailbox —Filter {customAttributel —eq 496} | Format-Table displayname, WindowsLivelD

PS8 C:\Userssjlogan> get—mailbox —resultsize unlimited -Filter {customAttributel —eq 496> | ft displayname.WindowsLivelID

WindowsLivelD

Userh,. Test Test.UserS@providence .kyschools.us
Emith. Glenna Glenna.8mithfprovidence .kyschools.us

Larmouth, Uirginia Virginia.Larmouth@providence .kyschools . us
Martin — IC Bind 2 MartinH_IC_Bind@providence .kyschools . us
i keat_admin@providence.kyschools.us
Amy.Farriz@providence.kyschools .us

For a list of all available attributes that you may choose to query on like displayname and
primarysmtpaddress used above perform a get-mailbox on an individual mailbox and allow a full list to
be displayed. This is accomplished using the Format-List cmdlets instead of Format-Table:
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Get-mailbox terry.orr@education.ky.gov | Format-List

PE C:xlUszerssjlogan? get—mailbox terry.orrBeducation_ky.gov | f1

?5672802-4cebh—4abf-a35a—645fc1317ad8
NAMPRDB2DGHA3-db113

DatabaseDefault

True

False

Falsze

False

False

Falze

RetainDeletedltemzlUntilBackup
DeliverToMailboxAndForward
LitigationHoldEnahled
SingleltemBecoveryEnahled
RetentionHoldEnabled
EndDateForRetentionHold
StartDateForRetentionHold
RetentionComment

Retentionlrl
ManagedFolderMailboxPolicy
RetentionPolicy
CalendarRepairDizabled
ExchangeGuid
ExchangeSecurityDescriptor
ExchangelUserficcountControl
MessageTrackingReadStatusEnahled
ExternalOofOptions

staff .kyschools . us~RetentionPolicy-DefaultMailbhoxPlan
False

6d4chl1?B8—eBae—4bed—-78d8-5%dBccil437a?
ﬁystem.Security.Hccessﬂnntrul.RawSecurityDescriptnr
one

True

External

To get a list of all Distribution Groups for your district:

Get-DistributionGroup —Filter { customAttributel —eq 496} | Format-Table displayname
PS5 C:sxUszserssjlogan? Get—DistributionGroup —-Filter {customAttributel -eq 496> | ft displayname

DisplayMame
Prin
Prin

Teachers
Teachers
Prin

Teachers

To get a list of all members of a Distribution Group you can use the Get-DistributionGroupMember
cmdlets:

Get-DistributionGroupMember “Providence Coaches” | Format-Table displayname

PE C:sUserssjlogan?> Get—DistributionGroupMember "Providence Coaches" | ft displayname

providence DL Administrator
Wakeman, Richard - Harrodshurg

This task can be performed in either the Staff or Student Tenant.

You can user PowerShell to batch create users using a CSV. It’'s important to realize that this would
ONLY create Windows Live IDs and mailboxes in Outlook Live. DO NOT run PowerShell commands or
EWS scripts without a solid understanding and knowing for certain the outcome.
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Important Note: This process would NOT create a corresponding Active Directory object. This is merely
an example of how you could use PowerShell to create Outlook Live mailboxes for resources like
Conference Rooms, Calendars, Distribution Groups, etc that would not need a corresponding user object
in Active Directory. Creating users in Active Directory is the mechanism that should be followed for most
user operations.

The format of the CSV can simply be as follows: (or you can add supply other attributes as you wish)

A B C D E
1 MName |FirstMame LastName Password
2 gsmith Gary Smith passwordl
3 |jjones lJim lones password2
4
3
]
7

From PowerShell you would simply type Import-CSV and supply the path and filename as shown in the
following screenshot. You must first use the steps detailed in ‘PowerShell — Connecting to Outlook Live’
above before proceeding.

-

4 Administrator: Windows PowerShell

PS GC:slUzerssjlogan> impart—csu

cmdlet Import—Csv at command pipeline position 1
Supply values for the following parameters:
Pathl[@]:

After entering the path press <Enter> again and the CSV should be imported as shown below

~

3 Administrator: Windows PowerShell
PS C:=“Userssjlogan> import-csu

cmdlet Import—-Csv at command pipeline position 1
Gupply values for the following parameters:
= C:nJohns\LDIFs~CreateTestUserssjohn.csw

FirstMame LastMame

Jim

PS C:sUserssjlogan>
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You can also do what’s called Pipelining. To demonstrate this, take the last example of creating the
accounts from the CSV. The process did create the accounts, but did not create the password properly
as it was not created as a string. This means you must force the values of the password field as a string.
To do this you could read the entries from the CSV first, then ‘pipe’ the values individually through
another process. This is done with the ‘|’ key (Hold ‘Shift’ and hit \ ‘Forward Slash’ key). You could add
to notepad and save with extension .ps1 to run in the future. Psl1 extensions are PowerShell scripts that
can be run like a bat, cmd or exe.

Example script

Import-CSV "C:\John\PowerShell\scripts\Providencekyschoolsus_test users.csv" | foreach { $PassW =
(get-Mailbox $_.Name).Password Set-Mailbox $_.Name -Password (ConvertTo-SecureString -String
'password' -AsPlainText -Force) -ResetPasswordOnNextLogon 0}

This task can be performed in either the Staff or Student Tenant.

The following code can be used to create a secondary SMTP address for a given user. This code should
be copy/pasted into notepad and saved with any name you wish but should have a .PS1 extension.
From a PowerShell command prompt you can simply type the name of the file to run. Edit the second
and third lines of the file to give the desired user’s login (Suser) and then modify the desired secondary
Proxy SMTP address (Ssmtp). You must first use the steps detailed in ‘PowerShell — Connecting to
Outlook Live’ above before proceeding.

#--Begin Script

#Script to add a secondary SMTP address to a specified user

# Edit the following 2 lines for the mailbox you would like to modify
Suser = john.logan@education.ky.gov

Ssmtp = "mailman@education.ky.gov"

SMbx = Get-Mailbox -Identity Suser
SFound = Sfalse

foreach (SEmail in SMbx.EmailAddresses)
{
echo SEmail
if (SEmail.ToLower().Contains(Ssmtp.ToLower()))
{
SFound = Strue
}
}
if (ISFound)
{
SMbx.EmailAddresses.Add(Ssmtp)
Set-Mailbox Suser -EmailAddresses SMbx.EmailAddresses

}
#--End Script
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This task can be performed in either the Staff or Student Tenant.

By default the Time Zone and Language are not set on mailbox creation. You may choose to create Staff
members and allow them to set their TimeZone/Language upon their first login into OWA, or run the
following PowerShell cmdlets to set it each time you create users. Districts will more than likely want to
run this cmdlets against the Student Tenant when multiple student objects are created. The cmdlets will
set the Time Zone and Language each time its run for all mailboxes, which will not cause any problems.

Note: Use either “Central Standard Time” or “Eastern Standard Time”

Get-User -Filter {company -eq “district”} | Set-MailboxRegionalConfiguration -TimeZone “Eastern
Standard Time” -Language en-US

where district is the value of the ‘Company’ field. To find the value of the ‘Company’ field you can use
the following example:

PSS C:-~2> get—user nikkol.bauwer | fl company

Company = henry

Note: The ‘Company’ attribute is populated by OLPS and should be set the same for all uses, Staff or
Student, in Outlook Live. Regardless of what a district has placed in the ‘Company’ field in AD for a user,
that value does not ‘flow’ to Outlook Live. A predetermined value is populated in every mail user’s
‘Company’ field in Outlook Live. Ex. ‘henry’ for Henry County users, ‘providence’ for all Providence users,
etc.

This task can only be performed in the Student Tenant.

In the Student Tenant you have the ability to modify the behavior of mail flow in and out to your
students. This can be done in the Exchange Control Panel but using PowerShell you can create very
powerful rules to control the flow of mail.

Note: use ‘Get-Help New-TransportRule —full’ to get a list of the many different scenarios you can
create.

As an example the following PowerShell command would create a Transport Rule called “Unaccepted

Domains” which would delete any message destined for any student in the Providence domain that is
sent from any mailbox in the domains companyl.com or company2.com, except if the desired student
recipient is tommy@providence.kyschools.us

New-TransportRule -Name "Unaccepted Domains" -RecipientAddressMatchesPatterns
"@companyl.com$,@comany2.com$” -ExceptifRecipientAddressMatchesPatterns
"tommy@providence.kyschools.us$" -DeleteMessage Strue
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Mailboxes can be set to ‘hidden’ using the KETS EDU tab in ADUC. This will hide the mailbox from being
seen in the Global Address List (this is the default behavior for all mailboxes in the Student Tenant). If,
during a Active Directory user object deletion you could select the ‘Hidden’ option in ADUC on the KETS
EDU tab, allow that to replicate through the system, then delete the AD object. Or you could choose to
run the following PowerShell command against the object.

get-mailbox joe.cool@providence.kyschools.us | set-mailbox -MailboxPlan GalDisabledMailboxPlan

To make the mailbox visible in the GAL again you would change ‘GalDisabledMailboxPlan’ to
‘DefaultMailboxPlan’ under the —MailboxPlan parameter.

This task can be performed in either the Staff or Student Tenant.

In order for applications/devices to relay mail through the SMTP relay servers to a Distribution Group,
the Distribution Group must be configured to accept mail from inside AND outside the organization. By
default, only senders inside the organization can send to a DG. The following PowerShell cmdlet sets the
Distribution Group named ‘Providence IT Staff’ to accept messages from outside the organization (ex.
From an external partner or a device on-premise that relays SMTP mail to the members of the group).

Note: The font size has been reduced to show the cmdlets on one-line.

Set-DistributionGroup ProvidencelTStaff@providence.kyschools.us —RequireSenderAuthenticationEnabled S$False

This task can be performed in either the Staff or Student Tenant.

The following code can be used to give a user full mailbox permission access to another mailbox. Once
this is done you can create a new Outlook profile for this ‘second’ mailbox and login.  You must first use
the steps detailed in ‘PowerShell — Connecting to Outlook Live’ above before proceeding.

add-MailboxPermission -ldentity targetmailbox -User usertogiveaccessto -AccessRights fullaccess

where targetmailbox is the desired mailbox’s SMTP address that will be opened and
usertogiveaccessto is the SMTP address of the user that needs to open the target mailbox.

To open the second mailbox as an additional mailbox from ‘your’ Outlook profile you would have to first
create a profile in Outlook for this second mailbox, login and set Share permissions on each folder that
you want to open, giving the desired user access. Then you could open this mailbox as a second
mailbox.

Create the profile for the targetmailbox.
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Press Alt + G + L to change the current view to Folder List

< Mailbox - KETS Remedy Directory Services Team - Microsoft Outicok 0
P New - | L3 & Reply (=8 Reply to All g} Forward W | 57 | FSer

EEiIe Edit View Go Tools Actions Outlock Connector Help

Folder List « || Mailbox - KETS Reme
All Folders * |Search Mailbox - KETS Remedy Direct
L] All outlook Items ¥ || Arranged By: Date M
= @ Mailbox - Adkins, Jeremy - KFTS Onerations ane & Th i, to show il
m Calendar = Open
G| Contacts - .
é Deleted Items Openin New Window
7 Drafts ae  Rename "Mailbox - Adkins, Jeremy ..."...
= [ Inbox (4) 4 Mew Folder...
3 Avaya
3 Important Add to Favorite Folders
[ JeffCo Process All Marked Headers
1 Windows Live
(gi Journal Process Marked Headers
[[gl Junk E-Mail Open Other Folder 4
.| Notes — . e . B
[3) Outbox 5% Close "Mailbox - Adkins, Jeremy ...
[ RSS Feeds Change Sharing Permissions...
@ Sent Items . n . .
@ [ Sync Issues (201 | = Properties for "Mailbox - Adkins, Jeremy .."...
& Tasks 3
= [j3 search Folders
L3 ActiveDir List (1)
Screenshot 1.1

Right Click the top level in the Folder List and click Change Sharing Permissions shown in screenshot 1.1.

Click Add and select the User you want to share the mailbox with. Show in screenshot 1.2.
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Screenshot 1.2
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After adding the user you need to set the appropriate permission level by selecting from the Permission
Level: drop down list. For this example | used Owner since the purpose of adding an additional mailbox
is usually to manage the mailbox without a need for multiple outlook profiles. It is also possible to set

the permission to reviewer (read-only) or any custom combination of permissions. Shown in screenshot
1.3.

Action = USE ~ Tools = Ctrl+Alt+Del

[
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Mail Folders ES = Defaul
2] All Mail e ms - B OB ks, Jeremy - & I
= Ananyrmous |
= \cj Mailbox - KETS Remedy Directory Services Teal | (=] ps been
1 AD Deployment Docs I
1o AD Migration Completion Status =) < ?
A AD Rollout Passwords I add. .. ] I Remove ] [ Propetties...
COT Alert:
sl & Permissions
(& Deleted Items = 14 nt deleted
L7 Drafts = Permission Level: | Owner .
= Inbox T Read rite:
Ll Junk E-Mail
SMM 2 ) Mone [V create items p13688e29%
[ outbox 1 (®) Full Details [¥] Create subfolders [y gOV
@ L) Rss Feeds la
=] Sent tems i [l Edit all -
2 L& Search Folders = f Last night
Dilete items Other . OLPS =
I |
o O Mone Folder owner Fe-
: 1 O own Folder contact
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Screenshot 1.3

Important: This process must be followed for each sub-folder that needs to show up when you add this
mailbox as an additional mailbox in Outlook 2007.

After completing these steps for each user that will need to add the mailbox in Outlook 2007 you can
remove the profile for the new mailbox.

Add the new mailbox to Outlook 2007 under an existing profile.
Click Tools -> Options -> Mail Setup tab -> E-mail Accounts
On the Account Settings page make sure the current mailbox is highlighted and select Change.

On the Change E-mail Account page select More Settings. Show in Screenshot 1.4.
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After clicking more settings select the Advanced tab then click Add in the Open these additional
mailboxes control. Enter the smtp address of the mailbox you need to add and click ok. Shown in

screenshot 1.5.

22

Account Settings

Mhange

E-mail Accounts
‘You can add or remove an account. You can select an account and change its settings.

E-mail | Data Files | RSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books|

edir-

Change E-mail Account

Microsoft Exchange Settings
‘fou can enter the required information to connect to Microsoft Exchange.

Type the name of your Microsoft Exchange server. For information, see your system
administrator.

Microsoft Exchange server: |sniprdd202.mailbox.outlook.com
Use Cached Exchange Mode

Type the name of the mailbox set up for you by your administrator. The mailbox name
g is usually your user name.

User Name: |Adkins, Jeremy - KETS Operations and Services Chedk Name

Bau

Re: [} More Settings ...

Este|
Re: [}
RE: [}

\.

Screenshot 1.4

After adding the new mailbox click ok -> next -> finish -> close -> ok
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Now you should see the new mailbox in the Folder List or Mail view along with your current
any connect PST files. Shown in screenshot 1.6
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(=) KetsserviceDesk@education.ky.gov Thu 2..,
Incident INCO00000041054 has been assi...
(= KetsServiceDesk@education.ky.gov Thu 2.
Incident INCO0D000041132 has been assi...
(2 KetsServiceDesk@education.ky.gov Thu 2...
Incident INCO00000041129 has been assi...
(2 KetsServiceDesk@education.ky.gov Thu 1.
Incident INCO0D000041113 has been assi...

RS

| File Edit View Go Tools Actions Outlook Connector Help
Mail « KETS Remedy Directory Service... TEST
[Sworils Foldess [Search KETS Remedy Directory Servces Team 10 -] ¥ || pdikins Jeremy - KETS Operations and Services
Mail Folders Arranged By: Date Hewest on top = | Sent: Fri6/4/2010 11:06 AM

2] Al Mail tems - To:  KETS Remedy Directory Services Team

TEST

ScreehShot 1.6

S
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This task can be performed in either the Staff or Student Tenant.

District IT staff have the ability to perform what is known as ‘multi-mailbox’ searching. This is similar to
doing an exmerge in the past against Exchange 5.5 or 2003 in which an admin wanted to find messages
in user’s mailboxes that matched a given criteria. This can be performed across all Staff mailboxes in a

district or Student mailboxes.

For Staff, Multi-Mailbox searching is only available through Windows PowerShell. The PowerShell
commands must be run with the credentials SearchAdmin@district.kyschools.us, where district is the
district SMTP Domain Name. The results can be exported to a mailbox of your choosing in the district,
such as a District Support Admin mailbox.

The example below would pull all e-mails containing the word ‘Test’ from all mailboxes in Providence
(because they happen to all be members of the EveryoneDL in this example), and would export those
messages to the BobAdmin account.

New-MailboxSearch -Name 'Searchl' -SearchQuery 'Test' -MessageTypes Email -
IncludeUnsearchableltems -LogLevel Basic -SourceMailboxes 'EveryoneDL@providence.kyschools.us' -
TargetMailbox 'bob.admin@providence.kyschools.us'

Once the inspection is complete AND the ‘exported’ information has been copied to another location
from the exported folder in the target mailbox (or it is no longer needed) you should delete the
MailboxSearch. It is important to understand that deleting the MailboxSearch will also purge the
‘results’ that were exported to the SearchResults mailbox.

To delete the MailboxSearch when you are completely finished with the exported information run the
following command:

Remove-MailboxSearch —-Identity ‘Search1’

Or whatever the name of the search was that you specified (‘Search1’ in this example).

For further assistance on how to perform a search using PowerShell: http://technet.microsoft.com/en-
us/library/dd298064.aspx

For Students, Multi-Mailbox searching is available through the Exchange Control Panel or through
PowerShell. You must be logged in as SearchAdmin@stu.district.kyschools.us, where district is the
district SMTP Domain Name. The results are exported to a mailbox called
SearchResults@stu.district.kyschools.us. The SearchAdmin account has access to open the
corresponding SearchResults mailbox for inspection. This can be done through OWA by choosing ‘open
another user’s inbox’, or by PowerShell.
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| R [ 1y S S R R e s e i == |
Micrasalte )
Exchange Online New Mailbox Search @
- *Required fields
Select what to manage: My Organization - . .
eywords &
Users & Gr = Type words to search for, Separate words with uppercase AND,
sers & sroups 56 OR, or NOT, Use double quotation marks to search for multi-word Keyword searches
Reporti phrases. For wildcard searches, place an asterisk () after the
eporting Mailbox Searches word. Use OR between words

to find items that contain

either "Word A or Word
e / B Use AND to find

Multi-Mailbox Search ¢ items that contain

both "Word A and Word

Create and manage searchi B". Separating words
with a comma or space is
5O e, [7] Indude items that can't be searched the same as using AND.
Message types to search: E-mail Learn More
Status

Select message types...

<«

Messages To and From Specific E-Mail Addresses

<«

Date Range

<«

Mailboxes to Search

Search Name and Storage Location ¥

0 selected of 0 total J Save | ¥ Cancel

As you will see there are many settings which can be applied. The one configuration that MUST be set is
the ‘Search Name and Location’ on the last option. As shown below you must select ‘Browse’ under
Search Name and Storage Location to select the SearchResults mailbox. Also type a ‘Search name’
which will be used to create subfolders under the Inbox in the SearchResults mailbox. Under this folder
there will be subfolders for each mailbox that matches the criteria.
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et Explorer pra & Select a Mailbox to Store

‘4% https://pod51004.outlook.com/ecp/Reporting/NewN |_$ https://pod31004.outlook.com/ecp/Pickers/DiscoveryMailboxPicker.aspx?Li Q

New Mailbox Search

4 P @
Display Name + | E-Mail Address
Discovery Search Mailbox DiscoverySearchMailbox{D9 19BA05-46A6-415f-...
SearchResults SearchResults @stu.adair. kyschools.us

[ Include items that can't be searched
Message types to search: E-mail

Select message types...

Messages To and From Specific E-Mail Addresses

Date Range ]
Mailboxes to Search ]
1

Search Name and Storage Location

The search name is applied to the folder in the destination
mailbox where search results are stored.

* Search name:

*Select a mailbox in which to store the search results:

Browse. ..

[ send me an e-mail when the search is done

[ Enable full logging

 OK X cancel
€ Internet | Protected Mode: OFf €D Internet | Protected Mode: Off dy v ®10% -
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To access the results of the search login as the appropriate SearchAdmin account

Microsaft®

Qutlook Live -

Outlook Live sign in

Windows Live ID:

searchadmin@providence kyschools.us

Fassword:

Forgot your password?

|:| Remember me (7]
|:| Remember my password (7)

2010 Microsoft Corporation | Privacy Use enhanced security (S5L) | Help Central | Feedback

From the top-right of the page select the drop-down by the presence indicator and select ‘Open Other
Mailbox’

providence Search Administrator -~

Options (R

Open Other Mailbox
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Then type the corresponding SearchResults mailbox to open

providence Search Administrator -
Open Other Mailbox x

Select mailbox:

Learchresults_providence @staff. kys: Oper... !

This task can be performed in either the Staff or Student Tenant.

Mail contacts can be created in Active Directory if desired, but they can also be created directly in
Outlook Live using PowerShell. For the Student Tenant this can be accomplished using the GUI as well
(in Exchange Control Panel).

To create a mail contact use the following example:

New-Mailcontact -Name "Smith, Bob — CompanyA” -ExternalEmailAddress "bob.smith@companya.com”

This task can be performed in either the Staff or Student Tenant.

Group membership can be updated in Active Directory if a corresponding group exists, or using the
Exchange Control Panel. However, some groups, such as the “Notifications” DG must be updated using
PowerShell.

To update Distribution Group membership, use the following examples:

Add-DistributionGroupMember Notifications@providence.kyschools.us -Member
joe.cool@providence.kyschools.us —BypassSecurityGroupManagerCheck

Remove-DistributionGroupMember Notifications@providence.kyschools.us -Member
joe.cool@providence.kyschools.us —BypassSecurityGroupManagerCheck

This task can be performed in either the Staff or Student Tenant.

For example, the following will create a DDG named “Providence Staff” with SMTP address
provstaff@providence.kyschools.us that only includes members with CustomAttributel set to “496".

New-DynamicDistributionGroup —Name “Providence Staff” —PrimarySmtpAddress
provstaff@providence.kyschools.us —IncludedRecipients MailboxUsers —ConditionalCustomAttributel “496”
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4 Group Policy

4.1 Overview of Group Policy (GPO)

Group Policy is a feature of Microsoft Windows NT family of operating systems. It is what provides the
centralized management and configuration of computers and remote users in an Active Directory
environment. In other words, it controls what users can and can't do on a computer network. Although
Group Policy is usually used in enterprise environments, its usage is also common in schools, businesses,
and other small organizations to restrict certain actions that may pose potential security risks: for
instance, blocking the Windows Task Manager, restricting access to certain folders, disabling
downloaded executable files and so on.

As part of Microsoft's technologies, it aims to reduce the overall cost of supporting users of Windows.
These technologies relate to the management of disconnected machines or roaming users and include
Roaming user profiles, Folder redirection and Offline Files.

Helpful Links

Microsoft Windows Group Policy webpage:
http://technet.microsoft.com/en-us/windowsserver/grouppolicy/default.aspx

Microsoft TechNet Group Policy Preferences: Getting Started
Guide:http://technet.microsoft.com/en-us/library/cc731892.aspx

Microsoft Learning- Windows Group Policy Resource Kit: Windows Server 2008 and
Vista:http://www.microsoft.com/learning/en/us/book.aspx?ID=9556&locale=en-us

4.2 Group Policy Preferences

Windows Server 2008 Domain Services has a new feature called Group Policy Preferences. Group Policy
Preferences , which are not ‘required’ policies, but settings which end users can choose to apply or not.
The main difference between Group Policies and Group Policy Preferences is how they are enforced (or
not enforced).

The table below was pulled from the ‘Group Policy Overview’ document. Group Policy Preferences
allow for users of the policies to have flexibility on whether they want the policy applied or not.

Group Policy Preferences Group Policy Settings
Enforcement e Preferences are not enforced e Settings are enforced
e User interface is not disabled e User interface is disabled
e Can be refreshed or applied once e Settings are refreshed
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Group Policy Preferences

Group Policy Settings

Flexibility e Easily create preference items for e Adding policy settings requires
registry settings, files, and so on application support and creating
e Importindividual registry settings or administrative templates
entire registry branches from a local or e Cannot create policy settings to
a remote computer manage files, folders, and so on
Local Policy e Not available in local Group Policy e Available in local Group Policy
Awareness e Supports non-Group Policy-aware e Requires Group Policy-aware
applications applications
Storage e Original settings are overwritten e Original settings are not changed
e Removing the preference item does e Stored in registry Policy branches
not restore the original setting e Removing the policy setting
restores the original settings
Targeting e Targeting is granular, with a user e Filtering is based on Windows
and Filtering interface for each type of targeting Management Instrumentation
item (WMI) and requires writing WMI
e Supports targeting at the individual queries
preference item level e Supports filtering at a GPO level
User e Provides a familiar, easy-to-use e Provides an alternative user
Interface interface for configuring most settings interface for most policy settings

For more information on Group Policy Preferences please refer to:

http://www.microsoft.com/DownlLoads/details.aspx?familyid=42E30E3F-6F01-4610-9D6E-
F6EOFB7A0790&displaylang=en

http://technet.microsoft.com/en-us/library/cc731892(WS.10).aspx

4.3 Group Policy Management Console (GPMC)

GPMC simplifies the management of Group Policy by making it easier to understand, deploy, manage,
and troubleshoot Group Policy implementations. GPMC also enables automation of Group Policy
operations via scripting.

Just as in Windows Server 2003, GPMC can be used to manage Windows Server 2008 Group Policy
implementations. Customers who have at least one valid license of Windows Server 2008 can obtain and
use an unlimited number of copies of GPMC. Please see the End User License Agreement (EULA)
provided with the GPMC software for details on licensing terms

Installation instructions for Windows XP Professional (GPMC)

1. http://www.microsoft.com/DOWNLOADS/details.aspx?FamilylD=0a6d4c24-8cbd-4b35-9272-
dd3cbfc81887&displaylang=en
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2. Click the DOWNLOAD link to start the download.
3. To Install the GPMC, run the gpmc.msi package. After you accept the End User License
Agreement (EULA), all necessary files are installed to the “%Program Files%\GPMC” folder.
4. Prior to starting and using the GPMC, please be sure to read the release notes RelNotes.rtf,
which is located in the %Program Files%\GPMC" folder.
5. After installation of the GPMC, you can open the snap-in using either of the following methods:
e You can open the pre-configured GPMC.msc file. To do this, click Start, click Run, type
GPMC.msc and then choose OK. Alternatively, click the Group Policy Management
shortcut in the Administrative Tools folder from the Control Panel.
e You can create a custom MMC console that contains the GPMC snap-in. To do this:
1. Open MMOC, by clicking Start, clicking Run, typing MMC, and then clicking OK.
2. From the File menu, choose Add/Remove Snap-in, and then click Add.
3. Inthe Add Standalone Snap-in dialog box, select Group Policy Management
and click Add.
4. Click Close, and then OK.

Installation instructions for Windows Vista SP1 Users (RSAT)

http://support.microsoft.com/kb/941314

Download the RSAT package (32 or 64 bit)

Click “CONTINUE” to Validate your copy of Windows Vista

Double-click the downloaded package to start the Setup wizard. Follow the instructions in the
wizard to complete the installation.

5. Open Control Panel, click Programs, and then click Turn Windows features on or off under
Programs and Features.

PWNR

If you are prompted to provide permission by User Account Control, click Continue.
6. Inthe Windows Features dialog box, select the remote administration snap-ins and tools that
you want to install, and then click OK.
7. Configure the Start menu to display the Administration Tools shortcut. To do this, follow these
steps:
a. Right-click Start, and then click Properties.
b. On the Start Menu tab, click Customize.
c. Inthe Customize Start Menu dialog box, scroll down to System administrative tools,
and then select Display on the All Programs menu and the Start menu.
d. Click OK.

4.4 Delegated Permissions

Your Group Policy design will probably call for delegating certain Group Policy administrative tasks.
Determining to what degree to centralize or distribute administrative control of Group Policy is one of
the most important factors to consider when assessing the needs of your organization
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You can delegate the following Group Policy tasks:

e Creating GPOs
e Managing individual GPOs (for example, granting Edit or Read access to a GPO)
e Performing the following tasks on sites and OUs:
o Managing Group Policy links for a given site or OU
o Performing Group Policy Modeling analyses for objects in that container (not applicable
for sites)
o Reading Group Policy Results data for objects in that container (not applicable for sites)
e Creating WMl filters
e Managing and editing individual WMI filters

Delegating management of individual GPOs

Using GPMC, you can easily grant additional users permissions on a GPO. GPMC manages permissions at
the task level. There are five levels of allowed permissions on a GPO: Read, Edit, and Edit/Delete/Modify
Security, Read (from Security Filtering), and Custom. These permission levels correspond to a fixed set of
low-level permissions.

GPO Permission Options

Read Allow Read Access on the GPO

Read (from Security Filterting) | This setting cannot be set directly, but appears if the user has Read
and Apply Group Policy permissions to the GPO, which is set using
Security Filtering on the Scope tab of the GPO

Edit settings Allow Read, Write, Create Child Objects, Delete Child Objects

Edit, delete and modify Allow Read, Write, Create Child Objects, Delete Child Objects,

security Delete, Modify Permissions, and Modify Owner. This is essentially
FULL CONTROL without the Apply Group Permission set.

Custom Any other combination of rights. You cannot set these by clicking

ADD, they can only be set using the ACL editor directly, which can
be accessed by clicking ADVANCED.

You can click Add to grant users permissions on a GPO. This starts the object picker so you can find the
desired user or group to set the permission level. You can then set the permission level by selecting the
Read, Edit, or Edit, Delete, Modify Security permissions.
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Note that the Apply Group Policy permission, which is used for Security Filtering, cannot be set using
the Delegation tab. Because setting Apply Group Policy is used for scoping the GPO, this permission is
managed on the Scope tab of the GPMC user interface. When you grant a user Security Filtering on the
Scope tab, you are actually setting both the Read and Apply Group Policy permissions.

To delegate Group Policy administrative tasks on a container

1. To delegate Group Policy-related permission on an OU, click the appropriate container in the
GPMC console.

2. Inthe right pane for the OU, click the Delegation tab.

3. Inthe drop-down list box, select the desired permission you want to manage: Link GPOs,
Perform Group Policy Modeling analyses, or Read Group Policy Results data. To add new
groups, use the Add button.

4. To modify the Applies To setting for an existing permission, right-click the user or group in the
list and then select either This container only or This container and all child containers.

5. To remove an existing group or user from having the specified permission, select the user or
group from the list and click the Remove button. Only domain administrators have permission
to do this.

6. To add or remove custom permissions, click Advanced at the bottom-right of the details pane
and select the object whose permissions you want to change. Note that setting custom
permissions is not recommended.

Delegating Creation of GPOs

The ability to create GPOs in a domain is a permission that is managed on a per-domain basis. By
default, only Domain Administrators, Enterprise Administrators, Group Policy Creator Owners, and
SYSTEM can create new Group Policy objects. If the domain administrator wants a non-administrator or
non-administrative group to be able to create GPOs, that user or group can be added to the Group
Policy Creator Owners security group. Alternatively, you can use the Delegation tab on the Group Policy
Objects container in GPMC to delegate creation of GPOs. When a non-administrator who is a member of
the Group Policy Creator Owners group creates a GPO, that user becomes the creator owner of the GPO
and can edit the GPO and modify permissions on the GPO. However, members of the Group Policy
Creator Owners group cannot link GPOs to containers unless they have been separately delegated the
right to do so on a particular site, domain, or OU. Being a member of the Group Policy Creator Owners
group gives the non-administrator full control of only those GPOs that the user creates. Group Policy
Creator Owner members do not have permissions for GPOs that they do not create.

Note
e When an administrator creates a GPO, the Domain Administrators group becomes the Creator

Owner of the Group Policy object. By default, Domain Administrators can edit all GPOs in the
domain.
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The right to link GPOs is delegated separately from the right to create GPOs and the right to edit GPOs.
Be sure to delegate both rights to those groups you want to be able to create and link GPOs. By default,
non-Domain Admins cannot manage links, and this prevents them from being able to use GPMC to
create and link a GPO. However, non-Domain Admins can create an unlinked GPO if they are members
of the Group Policy Creator Owners group. After a non-Domain Admin creates an unlinked GPO, the
Domain Admin or someone else who has been delegated permissions to link GPOs an a container can
link the GPO as appropriate.

Creation of GPOs can be delegated to any group or user. There are two methods of granting a group or
user this permission:

e Add the group or user to the Group Policy Creator Owners group. This was the only method
available prior to GPMC.

e Explicitly grant the group or user permission to create GPOs. This method is newly available with
GPMC.

You can manage this permission by using the Delegation tab on the Group Policy objects container for a
given domain in GPMC. This tab shows the groups that have permission to create GPOs in the domain,
including the Group Policy Creator Owners group. From this tab, you can modify the membership of
existing groups that have this permission, or add new groups.

Because the Group Policy Creator Owners group is a domain global group, it cannot contain members
from outside the domain. Being able to grant users permissions to create GPOs without using Group
Policy Creator Owners facilitates delegating GPO creation to users outside the domain. Without GPMC,
this task cannot be delegated to members outside the domain.

If you require that users outside the domain have the ability to create GPOs, create a new domain local
group in the domain (for example, "GPCO — External"), grant that group GPO creation permissions in the
domain, and then add domain global groups from external domains to that group. For users and groups
in the domain, you should continue to use the Group Policy Creator Owners group to grant GPO-
creation permissions.

Adding a user to the membership of Group Policy Creator Owners and granting the user GPO-creation
permissions directly using the new method available in GPMC are identical in terms of permissions.

4.5 Most Popular Policy Questions

1. How to create and link a Group Policy using GPMC

1. Open Group Policy Management.

Page 112
KETS - District Operations Guide for Active Directory and Messaging Services



—-
@ Active Directory Users and Compute 4

@ Authorization Manager

{1 Certification Authority

% Cluster Administrator

3‘ Computer Management

&' Connection Manager Administratiol
E Data Sources (ODBC) T
(@ DHCP

o Distributed File System

2, DNS

2] Event Viewer

‘=, Group Policy Management

[ 1p Address Management

&, isCSIInitiator

i Local Security Policy

[#] Memory Diagnostics Tool

$e Microsoft .NET Framework 1.1 Conf
$r Microsoft .NET Framework 1.1 Wizai
@ Network Load Balancing Manager
@ Print Management

™ Public Key Management

@ Reliability and Performance Monitoi
(2 Remote Desktops

['3"2 Remote Server Administration Tools ~

m

2. Click Action and show domain

< Group Policy Management
15 File [Action ] View Window Help [==]=]
& Show Domains... L
&, Grou Manage Backups... Domains
4 AF Open Migration Table Editor Contarts
3 = =
> G New Window from Here Domain Curmrent Domain Controller
! Refresh
T | felp
< " »

Choose domains to display within the console

3. Choose your domain from the list.

4. Expand “Domains” and then domain name
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4 Group Policy Management
'z File Action View Window Help

R e a2l o) MR ? B

=i/ Enterprise_Pop-up_Settings
) XPSP2_FW_OFF
» 2] _District Admins
» (2] _Enterprise Admins
5] Contacts
> (2] Domain Controllers
1 [Z) Enterprise Servers
> (3] Leadership
> (3] Local Servers
> (3] Staff
= Students
. [2] Workstations
1> [ Group Policy Objects
& [ WMIFilters
b (3 Starter GPOs
i [ Sites
5i¥ Group Policy Modeling
_ Group Policy Results

_ﬁ Group Policy Management Domains
a _d Forest: ketsds.net Contents
4 3 Domains -
4 3 adairketsds.net Domain Curmrent Domain Controller
=/ Default Domain Policy £ adair ketsds net ED001000D1 adairketsds net

1. Right click on “GROUP POLICY OBJECTS” then click “NEW”

2. Give your new GPO a name and select a “Source Starter GPO”* if applicable.
*A source starter GPO is a template GPO to start with.

.2 Group Policy Management

‘Z File Action View Window Help

& | 7@ clB=E

EEIE=]
- [=]x]

‘=, Group Policy Management
4 _g& Forest: ketsds.net
4 (4 Domains
4 3 adairketsds.net
=/ Default Domain Policy

Domains
Contents

Domain
(53 adair ketsds net

ixi Enterprise_Poy™=

] xpsp2_Fw_of NewGPO

> (3 _District Admij
|+ [3] _Enterprise Ad

Name:

> a1 Contacts
. 2| Domain Cont

[New Group Poli

Object

! Source Starter GPO:

b E_J Enterprise Sen| [(none) ']
|» (2] Leadership

P }J Local Servers [ 0K ] [ Cancel ]
b (3] Staff

2] Students

1> [3] Workstations
» [} Group Policy Objects
> [ WMI Filters
b (3 Starter GPOs
b g Sites
Group Policy Modeling
{4, Group Policy Results

Cument Domain Controller
ED001000D1.adair ketsds.net

< 1

3. Right click on the name of the GPO you just created and click edit.
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‘& File Action View Window Help [=][=]x]
e 2@ Lo0|Xc/Bm

» (@] Leadership + || Test for DOG doc

» (2] Local Servers Scope | Details | Settings | Delegation

b 3] Staff : I I I |
» (3] Students
» & Workstations Display links in this location: [hamodsburg ketsds.net ']

L
4 [} Group Policy Objects The following sites, domains, and OUs are linked to this GPO:
=/ Default Domain C llers Polic
Default Domain Policy

Disable Slow Link Detection

DSA SERVERS =
DSA WORKSTATIONS
Enterprise_Pop-up_Settings

[ Enterprise_RunEXPROFRE

| Enterprise_Servers_SUS_GPO
SUS_Download_Only
KEN GPO Security Filtering

KEN Test GPO The settings in this GPO can only apply to the following groups, users, and computers:
KETS Temporary SUS Policy
Popup_Allow_List

Study Island Cert Install
Test for DOG doc.

WSUS: Edit...

WsUs: GPO Status »

Location Enforced Link Enabled Path

Name
82 Autherticated Users

m

-/ XPSP2 | Back Up...
1+ [ WMIFilters Restore from Backup... ] [
1 [ Starter GPQ
’ 3 Zntes PolicyMod|  SveReport. 22y
o? Foup EoNcy Vol is linked to the following WMI fitter:
(% Group Policy Resu View 4 ] [
v

Remove ] [ Properties 7J

Import Settings...

Open

< i New Window from Here

Copy
Delete

Rename
Refresh

Help

4. Set your policies and preferences in the Group Policy Management Editor.

File Action View Help

4 & Computer Configuration
4 [ | Policies
1 | Software Settings
1> (-] Windows Settings
» 1 Administrative Tem
4 || Preferences
» [ Windows Settings
b Control Panel Settin
4 4% User Configuration
4 [ ] Policies
1 | Software Settings
1> (-] Windows Settings
» ] Administrative Tem
4 [ Preferences
» [ Windows Settings
[ Control Panel Settin

Select an item to view its description.  Name
& Computer Configuration
#%, User Configuration

-

lame ] Extended /£ Standard /

5. Click file exit to close Group Policy Management Editor.
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6. Right click on the OU you wish to link your new group policy to and click “LINK an EXSISTING

GPO”

7. Highlight the GPO you wish to link from the list of Group Policy objects and click “OK”.

|2 Group Policy Management
'z File Action View Window Help

R e Al ) =W =R, SN 7 e

2 Leadership
5. Local Servers
o | Staff

2 Students
» (3 Workstations
4 [ Group Policy Objects
| Default Domain C P

# || Test for DOG doc
Scope | Details | Settings | Delegation
Select GPO ==
Look in this domain:
ketsds.net v]

=] Default Domain Policy

=] Disable Slow Link Detection

= DSA SERVERS

(=] DSA WORKSTATIONS

=] Enterprise_Pop-up_Settings
Enterprise_RunEXPROFRE

Enterprise_Servers_SUS_GPO

=/ Enterprise_SUS_Download_O

(=] KENGPO

=] KEN Test GPO

=] KETS Temporary SUS Policy
Popup_Allow_List

=] Study Island Cert Install
Test for DOG doc

WSUS: OET - DC

WSUS: OET - Exchange

WSUS: OET - GC

XPSP2_FW_OFF

% WMI Filters

Group Policy objects:

Name 3
Default Domain Controllers Policy
Default Domain Policy

Disable Slow Link Detection

m

Path

DSA SERVERS L

DSA WORKSTATIONS
Enterprise_Pop-up_Settings

Enterprise_RUNEXPROFRE
Enterprise_Servers_SUS_GPO
Enterprise_SUS_Download_Only
KEN GPO

> L) Starter GPOs
Sites
roup Policy Modeling

¢ Group Policy Results

T T TT TIeTOve T TTopTITeS

WMI Filtering
This GPO is linked to the following WMI filter:

[inone> - Open

< i

2 Group Policy Management
'z File Action View Window Help

€= | 2E X HE

2, Group Policy Management
4 £\ Forest: ketsds.net
4 [55 Domains
4 3 harrodsburg ketsds.net
=/ Default Domain Policy

) Disable Slow Link Detection

=i/ Enterprise_Pop-up_Settings

@/ XPSP2_FW_OFF
1> 2] _District Admins
» (3] _Enterprise Admins

3] Contacts
| Domain Controllers
1> (2] Enterprise Servers
p [2] Leadership

2 Workstations

) DSA WORKSTATIONS
Popup_Allow_List
=/ Study Island Cert Install

Test for DOG doc

B
=
a

3] WSUS_Special_Deployment
= Group Policy Objects
% WMI Filters
Starter GPOs

Sites
Group Policy Modeling
_ % Group Policy Results

Test for DOG doc

Scope | Details | Settings | Delegation

Links

Display links in this location: [hmwwg  ketsds net

The following sites, domains, and OUs are linked to this GPO:

The settings in this GPO can only apply to the following groups, users, and computers:

Location Enforced Link Enabled Path
5] Workstations No Yes hamrodsburg ketsds net/Workstations
Security Filtering

Name
82 Authenticated Users

[ Add... ] [ Remove

WMI Filtering
This GPQ is linked to the following WMI fitter:

[<none> v Open
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The GPO will be applied the next time the Computer Policy is applied to a workstation/server in this OU.
The Computer Policy will be applied after the next reboot. If you would like to apply the policy without
a reboot, the command GPUPDATE /FORCE can be supplied at a command prompt.

2. Group Policy to remotely install software

Create a Distribution Point

Log on to the server computer using an account in the Group Policy Creator Owners group.
Create a shared network folder where you will put the Microsoft Windows Installer package
(.msi file) that you want to distribute.

Set permissions on the share to allow access to the distribution package.

Copy or install the package to the distribution point. For example, to distribute Microsoft
Office XP, run the administrative installation (setup.exe /a) to copy the files to the
distribution point.

Create a Group Policy Object

oukwWwN

8.

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.

In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, and then click New.

Type a name for this new policy (for example, Office XP distribution), and then press ENTER.
Click Properties, and then click the Security tab.

Click to clear the Apply Group Policy check box for the security groups that you want to
prevent from having this policy applied.

Click to select the Apply Group Policy check box for the groups that you want this policy to
apply to.

When you are finished, click OK.

Assign a Package

ou e wWwN

N

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.

In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, select the group policy object that you want, and then click Edit.
Under Computer Configuration, expand Software Settings.

Right-click Software installation, point to New, and then click Package.

In the Open dialog box, type the full Universal Naming Convention (UNC) path of the shared
installer package that you want. For example, \\file server\share\file name.msi.

Important Do not use the Browse button to access the location. Make sure that you use the
UNC path to the shared installer package.

Click Open.

Click Assigned, and then click OK. The package is listed in the right pane of the Group Policy
window.

Close the Group Policy snap-in, click OK, and then quit the Active Directory Users and
Computers snap-in.
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10.

When the client computer starts, the managed software package is automatically installed.

Remove Programs tool in Control Panel:

ounhkwN

© ®© N

11.

Redeploy a

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.

In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, click the group policy object that you want, and then click Edit.
Under User Configuration, expand Software Settings.

Right-click Software installation, point to New, and then click Package.

In the Open dialog box, type the full UNC path of the shared installer package that you want.
For example, \\file server\share\file name.msi.

Important Do not use the Browse button to access the location. Make sure that you use the
UNC path to the shared installer package.

Click Open.

Click Publish, and then click OK.

The package is listed in the right pane of the Group Policy window.

. Close the Group Policy snap-in, click OK, and then quit the Active Directory Users and

Computers snap-in.
Test the package:

Note Because there are several versions of Microsoft Windows, the following steps may be

different on your computer. If they are, see your product documentation to complete these

steps.

a. Logon to a workstation that is running Windows 2000 Professional or Windows XP

Professional by using an account that you published the package to.

In Windows XP, click Start, and then click Control Panel.

Double-click Add or Remove Programs, and then click Add New Programs.

d. Inthe Add programs from your network list, click the program that you published, and
then click Add. The program is installed.

e. Click OK, and then click Close.

oo

Package

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.

In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, click the Group Policy object that you used to deploy the
package, and then click Edit.

Expand the Software Settings container that contains the software installation item that
you used to deploy the package.

Click the software installation container that contains the package.

In the right pane of the Group Policy window, right-click the program, point to All Tasks,
and then click Redeploy application. You will receive the following message:
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Redeploying this application will reinstall the application everywhere it is already installed. Do you want
to continue?

7. Click Yes.
8. Quit the Group Policy snap-in, click OK, and then quit the Active Directory Users and
Computers snap-in.

Remove a Package

1. Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.
2. Inthe console tree, right-click your domain, and then click Properties.
3. Click the Group Policy tab, click the Group Policy object that you used to deploy the
package, and then click Edit.
4. Expand the Software Settings container that contains the software installation item that
you used to deploy the package.
5. Click the software installation container that contains the package.
6. In the right pane of the Group Policy window, right-click the program, point to All Tasks,
and then click Remove.
7. Do one of the following:
o Click Immediately uninstall the software from users and computers, and then click
OK.
o Click Allow users to continue to use the software but prevent new installations,
and then click OK.
8. Quit the Group Policy snap-in, click OK, and then quit the Active Directory Users and
Computers snap-in.

3. Group Policy to remotely install Certificates
PREREQUISITES: The certificate should be in a shared network location that all users have read access.

1. Open the Group Policy Management Console
2. Right click DOMAINS, and choose SHOW DOMAINS
3. Select your domain by placing a checkmark in the box and click OK
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F

|5, Show Domains

Domaing:

Mame

[T 3 adair ketsds.net

[ 253 allen. ketsds.net

] _-f_—j] anchorage. ketzds net
] _i";j anderson. ketzds. net
] _{Ej azhland. ketzds net

[ 55 augusta ketsds net
[ 3 ballard ketsds net

[T 3 barbourville. ketsds. net
[T 53 bardstawn, ketsds. net
[T 3 bamren keteds net

[ _-f_—j] bath ketzds. net

[] 53 beechwood ketsds. net
[ j",:_—:] bell ketzds. net

[T 3 bellevue ketsds net
[] 3 berea ketsds. et

[m]

| Selectal | | Clearal

] ] [ Cancel

4. Right click GROUP POLICY OBJECTS in the left pane and select NEW

2L File  Action View Window Help

&= #[E cHE

5L Group Policy Management
4 _ﬁ Forest: ketsds.net
4 (5% Domains
4 F3 harrodsburg.ketsds.net
s/ Default Domain Policy
,.br Disable Slow Link Detection
sz Enterprise_Pop-up_Settings
XPSP2_FW_OFF
.| _District Admins

i | _Enterprise Admins

ntacts

Co
Domain Controllers

| Enterprise Servers

Leadership
Local Servers
Staff

1| Students
» (3| Workstations

+ 5t Group Policy Objects,

- [ WMIFilters New
» [[7] Starter GPOs Back Up All...
> [ Sites Manage Backups...

e Group Policy Modeling Open Migration Table Editor

4 Group Policy Results
MNew Window from Here

Refresh

Help

5. Name the policy using a name that explains what the policy will do. Leave the Source

Starter GPO field at the default and click OK.

Domains
Contents

D omain
£ hanodsburg ketsds. net
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[ =t New GPO (=3 |
=

M arme:
Study l=land Cert Inztall

Saource Starter GPO:

[E[nune] P ]

[ 1] J [ Cancel ]

6. Expand GROUP POLICY OBJECTS in the left pane and right click the new policy you created
in step 5. Select EDIT...
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sroup Policy Management

& File Action View Window Help

e= | HE) g
=, Group Policy Management Domains

a i\‘ Forest: ketsds.net Contents

4 [55 Domains
4 3 harrodsburg ketsds.net Domain
s/ Default Domain Policy £ harmodsburg ketsds.net
s/ Disable Slow Link Detection
s/ Enterprise_Pop-up_Settings
= XPSP2_FW_OFF
» [ _District Admins

- 2| Domain Centrollers
> |2 Enterprise Servers

- o] Leadership

> [2] Local Servers

> [@] Staff

Students

> |2| Workstations

a [ 5t Group Pelicy Objects
=/ Default Domain Controllers Policy
=/ Default Domain Policy
=] Disable Slow Link Detection
=] DSA SERVERS
=] DSAWORKSTATIONS
=] Enterprise_Pop-up_Settings
Enterprise_RunEXPROFRE
Enterprise_Servers_5US_GPO

_EJ Enterprise_SUS5_Download_Only

=] KEN GPO

= KEN Test GPO

=] KETS Temporary 5US Policy
Popup_Allow_List

=/ Study Island Cert Instal

(=] WSUS: OET - DC Edit..
_EJ WSUS: OET - Exchange GPO Status 4
_EJ WSUS: OET - GC
XPSP2_FW_OFF el
- [ WMI Filters Restore from Backup...
» [[5] Starter GPOs Import Settings...
> L Sites Save Report...

i Group Policy Modeling

4 Group Policy Results MNew Window from Here

Copy
Delete

Rename
Refresh 4|

Help

7. Expand COMPUTER CONFIGURATION, then POLICIES

_=[ Group Policy Management Editor

File Action View Help
e |EE =]

=] Study Island Cert Install [ED242000D1 HARRODSBURG.KETSDS.NET] Po = Study Island Cert Install [ED242000D 1. HARRODSBURG.KETSDS. NET] Palicy
4 (A Computer Configuration

4 || Policies
> [| Software Settings
| Windows Settings
- | Administrative Templates: Policy definitions (ADMX files) re!
> || Preferences
a & User Configuration
- || Policies

Select an item to view its description.  Name

i Computer Configuration
K‘J User Configuration

- [ ] Preferences
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8.

Expand WINDOWS SETTINGS, then SECURITY SETTINGS

= Group Palicy Management Editor
File Action Miew Help
e[ E=H

=/ Study Island Cert Install [ED24200001 HARRODSBURG.KETSDS.NET] Po
4 [ Computer Configuration
4 || Policies
- || Software Settings
a [ ] Windows Settings
\=]| Scripts (Startup/Shutdown)
> = Deployed Printers
a _é Security Settings

> _‘E_‘ Account Policies

> j Local Palicies

> j Event Log

5 Restricted Groups
& System Services
& Registry
5 File System
Wired Metwork (IEEE 802.3) Policies
- ] Windows Firewall with Advanced Security
~| Metwork List Manager Policies

Wireless Metwork (IEEE 802.11) Policies
> | Public Key Policies
| Software Restriction Policies
[ Metwork Access Protection
y ‘g IP Security Policies on Active Directory (HARRODSBL

» gl Policy-based Qo5

9. Expand PUBLIC KEY POLICIES

Select an item to view its description,

| Study Island Cert Install [ED242000D L. HARRODSBURG.KETSDS.MET] Palicy

Mame

& Computer Configuration
%, User Configuration

=/ Group Policy Management Editor

File  Action View Help

&= |[EE==zH

= Study Island Cert Install [ED242000D1.HARRODSBURG.KETSDS.NET] Po
4 (A Computer Configuration

4 [ | Policies

| Software Settings

a || Windows Settings
=] Scripts (Startup/Shutdown)
= Deployed Printers
4 T Security Settings

+ 5 Account Policies

» | Local Policies

» | EventLlog

» [ Restricted Groups

& System Services
» [ Registry
» [ File System
i Wired Metwork (IEEE 802.3) Policies
> || Windows Firewall with Advanced Security
| Network List Manager Policies
y ;;gclf Wireless Metwork (IEEE 802.11) Policies
4 [ | Public Key Policies
~| Encrypting File System
| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
~| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
~| Trusted People
- [7] Software Restriction Policies

| Study Island Cert Install [ED242000D LHARRODSBURG.KETSDS.MET] Policy

Select an item ta view its description,  Name
i Computer Configuration

ﬁ?; User Configuration

10. Right click TRUSTED ROOT CERTIFICATION AUTHORITIES and select IMPORT
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=[] Group Policy Management Editor

File Action View Help

&= |EE= HE

4 & Computer Configuration
4 || Policies
| Software Settings
4[] Windows Settings
|2 Seripts (Startup/Shutdown)
= Deployed Printers
- _é Security Settings
- 2 Account Policies
- & Local Policies
i Eventlog
4 Restricted Groups
4 System Services
5 Registry
o File System
[ Wired MNetwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
- Zall Wireless Network (IEEE 802.11) Policies
4 || Public Key Policies
“| Encrypting File System
| Automatic Certificate Request Settings
| Trusted Root Certification Authoritie:

£ Study Island Cert Install [ED24200001.HARRODSBURG.KETSDS.NET] Po

Select an item to view its description.

Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

| Trusted People

| Software Restriction Policies

Import...
All Tasks 3
Refresh

Help

=/ Study Island Cert Install [ED2420000 L HARRODSBURG KETSDS.ME

Name
% Computer Configuration
%, User Configuration

11. When the Certificate Import Wizard appears, click NEXT

Certificate Import Wizard

[

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to prokect data or to establish secure network
connections, A certificate skore is the system area where
certificates are kept,

To continue, click Mext,

< Back
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12. Browse to the location of the certificate and click NEXT

Certificate Import Wizard L&J

File to Import

Specify the file you want to impart.

File name:
C :'I,MyCerts'l,cert.p?h| Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PECS #12 (.PFY, .P12)

Cryptographic Message Syntax Standard- PECS #7 Certificates {.P7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

| < Back |[ hext = l| Cancel |

13. Accept the remaining defaults and click finish on the final dialog.

14. Close the Group Policy Management Editor Window

15. Right click the OU that contains the workstations to which this policy needs to be applied

and select LINK AN EXISTING GPO...
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. Group Policy Management

5L File Action View Window Help
|

=, Group Policy Management
a _ﬁ Forest: ketsds.net
4 [ Domains
4 33 harrodsburg ketsds.net
= Default Domain Policy
= Disable Slow Link Detection
= Enterprise_ Pop-up_Settings
. XPSP2_FW_OFF
» 2| _District Adminzs
5| _Enterprise Admins
. 2| Contacts
» 2| Domain Controllers
> 2| Enterprise Servers
> 2| Leadership
> 2] Local Servers
. |2 Staff
> |2 Students
> |[3] Workstations

Domains

Contents

Dromain
5 hantodsburg ketsds.net

- [ Group Policy

> [ WM Filters

> a Starter GPOs
- [ Sites
i Group Policy Modeli
() Group Policy Results

Create a GPO in this domain, and Link it here...
Link an Existing GPO...

Block Inheritance

Group Policy Modeling Wizard...

MNew Organizational Unit
New Window from Here

Delete
Rename
Refresh

Properties

Help

Current Domain Co
ED24200001. harre

16. Verify that your domain is selected in the LOOK IN THIS DOMAIN field and select the policy
that you created in Step 5.

(5L Select GPO

|

Look in this domain:

[harrudsburg.kﬁtsds.net

Group Policy objects:

Marmne

KEM GPO

an

KEM Test GPO
KETS Temporary SUS Policy
Popup_allow_Lis

WSS OET - DnC
WSS QOET - Exchange
WSS OET - G
¥PSPZ_PW_OFF

k
£ Inskall

m

1

O ] l Cancel
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17. Click OK

The certificate will be installed the next time the Computer Policy is applied to a workstation in this OU.
The Computer Policy will be applied after the next reboot. If you would like to apply the policy without

a reboot, the command GPUPDATE /FORCE can be supplied at a command prompt.

4. Group Policy to Configure Proxy Settings in Internet Explorer

1. Open the Group Policy Management Console (GPMC)

. Administrative Tools -
# Active Directory Administrative Ceni

5 Active Directory Domains and Trusts
£¥ Active Directory Module for Window
@ Active Directory Sites and Services
] Active Directory Users and Compute
Z' ADSI Edit

-, Component Services

A Computer Management ‘
@ Data Sources (ODBC)

% DHCP

2, DNS

{2] Event Viewer

2 Group Policy Management

é.il Hyper-V Manager

&, iSCSlInitiator

T Local Security Policy

e Microsoft .NET Framework 1.1 Confi
e Microsoft .NET Framework 1.1 Wizar
£ Microsoft .NET Framework 2.0 Confi ~

4 Back

m

2. Create a new group policy

3. Browse to User Configuration -> Windows Settings -> Internet Explorer Maintenance -> Connection
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File Action View Help

e« | 7E = Hm=

=] IE Proxy 7 All [ED

LETSDS.NET] Policy

4 & Computer Configuration

b -] Policies
|| Preferences

4 % User Configuration

4 || Policies
i ] Software Settings
4 [ ] Windows Settings
| Scripts (Logon/Logoff)
[ i Security Settings
i (L] Folder Redirection
> gl Policy-based QoS
»» #= Deployed Printers
4 ] Internet Explorer Maintenance
3l Browser User Interface
!@ Connection |
&1 URLs
5] Security
@ Programs
p || Administrative Templates: Policy definitions |
i || Preferences

m 3

Name
@ Connection Settings

@Automatic Browser Configu...

@ Proxy Settings
@ User Agent String

Description

Settings for connection settings

Settings for automatic browser configuration
Settings for proxy
Settings for user agent string
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4. Double click PROXY SETTINGS to open the configuration window

'=[ Group Policy Management Editor & "
Py

lal@] =

> 2. Secure: Iexample.ketsds.net : h030

b o Fe: |

|
4, Gopher:l : I
5. Socks: | |

| [~ Use the same proxy server for all addresses

S il A B2 3
(=/ TE Proxy 7 Allf Proxy
4 & Computd ——
;> [ Policif| | Proxy Settings
| Prefef ; g i
i You can specify what proxy servers, if any, you want your users to connect to. Use semicolons (; ) to
| a4 L{SQ' Co separate entries. Gopher cannot be customized in Internet Explorer 7 and later.
I 44 ;?h “ V¥ Enable proxy settings
b
| A8 —Proxy Servers —Exceptions
i Address of proxy Port Do not use proxy server for
[| addresses beginning with:
[ b 1. HTTP: [ example.ketsds.net : |8080

V¥ Do not use proxy server for
local (intranet) addresses.

bj

Apoly | [

Help

B> : Pref

< " 3

[ .

5. Check ENABLE PROXY SETTINGS

6. Input proxy server FQDN or IP address and port.

7. Add exceptions for sites and servers you wish to BYPASS proxy settings.
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'=[ Group Policy Management Editor & e
>

File Action View Help

Proxy Settings
[ b You can specify what proxy servers, if any, you want your users to connect to. Use semicolons ( ; ) to
i ! separate entries. Gopher cannot be customized in Internet Explorer 7 and later.
[ Polici )

\ -4 2 [V Enable proxy settings
[l il —Proxy Servers —Exceptions
L Address of proxy Port Do not use proxy server for
| addresses beginning with:
i b 1, HTTP: [ example.ketsds.net : |3080

[ 5 - -

b 2, Secure: Iexample.ketsds.net * b080 google.com, 10.253.%,
\ ed999*

b nFe: | |
| 4, Gopher: l : I
| 5. Socks: | : |
' [V Do not use proxy server for
| [ Use the same proxy server for all addresses local (intranet) addresses.

> D A
z OK Cancel Apply

| .2 o ) [Camed ]| I
]
||
||
1 '
[

8. The Computer Policy will be applied after the next reboot. If you would like to apply the policy
without a reboot, the command GPUPDATE /FORCE can be supplied at a command prompt.
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